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Using this Guide

This Digital Certificate Service (DCS) guide provides a reference for individuals assigned a DCS ID.

DCS account creation and management is performed by individuals assigned the role of DCS Local
Registration Authority, commonly referred to as DCS LRAs. DCS LRAs follow established procedures to
create, modify, deactivate or reactivate accounts as well as perform other administrative functions.

DCS users should contact their LRA when additional assistance is required or check the DCS website.

User Requirements
e An approved DCS Token, such as a SafeNet 5100 or 5110 eToken
e Entrust Entelligence and SafeNet software installed on their computer
e An active DCS Account within their Ministry or Organization
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Secure E-mail Messaging

Send a Secure E-mail Message
The user completes the following steps to send a secure e-mail message:

Ensure the Token is inserted into a USB port.
From Microsoft Outlook>Home tab, in the New group, click New E-mail.

An e-mail Message (HTML) window displays:

Mld9e - S  Test Message - Message (HTML) — SIS
Fite ‘ Message Insert Format Text Review o @

AN B cotors ~ \iﬁl 8 = 0,0 y : =3 O
| - 89 Encrypt (5 Request a Delivery Receipt - =
A liEsis™ M | =, C@ |Qaenayet] Cfg O Rea v Receip ‘ =
Themes — Page Bcc Permissiory| &4 Sign | Use Voting [7] Request a Read Receipt Save Sent Delay Direct
- Effects ¥ Color~ - (£ Sion] Buttons v 4 £ Item To ~ Delivery Replies To
Themes Show Fiel... Permission Tracking » Maore Options »
From ~ Pam.Tester@gov.bc.ca
C —
= To... | ® Test, John MTICEX:
Send
Cc.. \
Subject: ETest Message
@
Text

! o See more about: Test, John MTIC:EX. A
|

3. Type recipient addresses, Subject and message text.
4. Select Options.
5. Inthe Permission group, click one or both of:
o Encrypt to prevent unauthorized people from reading the e-mail
o Sign to digitally sign an e-mail so that other people can be sure who it came from
6. Click Send.
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o Ifthe Token is not inserted, the Invalid Certificate dialog box displays:

Invalid Ceniﬁcm‘ g

‘ Microsoft Qutlook cannot sign or encrypt this message because your
.f;k certificate is not valid.

[—

| Change Security Settings... |

Click OK to close the dialog box and return to the e-mail message. Insert the Token and click
Send again.

o If sending a secure message for the first time since inserting the Token, the Token Logon
dialog box displays showing the Token Name:

g T oo W

SAUGSOS\ 164

@afeNet. SafeNet Authentication Client

Enter the Token Password

Token Name: ‘»Pam

Token Password: escssccsee

Current Language: EN

Enter the Token Password and click OK to close the dialog box and return to the Home tab.
The message will appear in the Sent folder.
7. Continue to send messages as needed without logging on again.

Note: After a specified period of inactivity (currently set to 12 hours), the secure session is
logged off.
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Receive a Secure E-mail Message (Verify a Digitally Signed E-mail)
The user completes the following steps to receive a secure e-mail message (Token is not required):

1. From the Microsoft Outlook tabs, select Home (selected by default).
2. Inthe left navigation, select Inbox (selected by default).
3. Inthe message list, double-click the e-mail to be verified.

The e-mail Message (HTML) window displays with an icon indicating that the e-mail is digitally

signed:
=™ B i S 2 Test Message - Message (HTML) - " l =3 ﬂ
| Fiie: | Message a 0
@ Ignore x = A = Eel 23 Move to: ? 53 - (XMark Unread Q4 M
. —n =3 - _
—u = @~ &3 To Manager 5 j,@ BE categorize ¥ 2 Sy~
&Junk ~ Delete = Reply Reply Forward - 3 = Move Translate
Al &~ | |3 Team E-mail v + B~ | ¥ FollowuUp~ W
Delete Respond Quick Steps P Move Tags ¥ Editing Zoom
From: # Test, John MTIC:EX Sent: Tue 2016-03-01 2:25 PM
To: # Tester, Pam MTICEEX
Ca
Subject: Test Message

Signed By: John.Test MTIC:EX

e []

Text

1]

|! @ See more about: Test, John MTICEX. A

4. Click the Digital signature is trusted icon.
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The Digital Signature: Valid window displays:

Subject: Test Message
From: Test, John MTIC:EX
Signed By: John.Test@gov.bc.ca

Q The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally sign
the message, dick Details.

Details...
[} Warn me about errors in digitally signed e-mail before message opens.

5. Click Details to see details of the certificate used to sign the message.
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6.

The Message Security Properties window displays:

Message Security Properties m

B Subject: Test Message

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.

Security Layers

Select a layer below to view its description.

+" Subject: Test Message

./ Digital Signature Layer
= 4 sianer: John Test@gov.bc.ca

Description:
‘OK: Signed by John Test@gov.bc.ca using RSA/SHA256 at 2:14:51 PM

12016-03-01.

-

Click any of thé ‘following buttons to view more ini;ormaﬁon about or mak;
changes to the selected layer:

| EditTrust.. || ViewDetais... || Trustcertificate Authority... |

["]Warn me about errors in digitally signed e-mail.

From the Digital Signature Layer, select Signer to see the signature details.

7. Click Close to close the dialog and return to the e-mail.
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Receive a Secure E-mail message (Decrypt an E-mail)
The user completes the following steps to decrypt an e-mail:

Ensure the Token is inserted into a USB port.

From the Microsoft Outlook tabs, select Home (selected by default).

In the left navigation, select Inbox (selected by default).

In the message list, double-click the e-mail to be decrypted.

o Ifthe Token is not inserted, a Microsoft information message appears:

2 ™
Microsoft Outlook ﬂ

il e

4 h Cannot open this item. Your Digital ID name cannot be found by the underlying security system.

Click OK to close the dialog box and return to the message list. Insert Token in a USB port.

o If decrypting a secure message for the first time since inserting the Token, the Token Logon
dialog box displays showing the Token Name:

(S) Token Logon : (2o

@afeNet. SafeNet Authentication Client

Enter the Token Password

i Token Name: Pam

Token Password: escsssesee

Current Language: EN

£ OK i [ Cancel

Enter the Token Password and click OK to close the dialog box and return to the Home tab.

In the message list, double-click the e-mail to be decrypted.
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The e-mail Message (HTML) window displays with an icon indicating that the e-mail is

encrypted:

TS | Message

Al ¢ a9

et Wemngs G T

1" Ignore f = = &= & (23 Moveto: 7
v x > _& 4 @~ |3 ToManager v L—] |

(¥ Mark Unread

wm Categorize ~

&Junk ~ Delete = Reply R;wy Forward yg' 3 Team E-mail = M(zve 2+ | ¥ FollowUp ~

Delete Respond Quick Steps a Move ¥ Editing Zoom
From: # Test, John MTIC:EX Sent: Tue 2016-03-01 2:25 PM
To: ¥ Tester, Pam MTIC:EX
Ca
Subject: Test Message

Signed By: John.Test MTIC:EX

Text

o See more about: Test, John MTIC:EX.

5. Click the icon.
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The Message Security Properties window displays:

B Subject: Test Message

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.

Security Layers

Select a layer below to view its description.

+" Subject: Test Message
Eno'yption Layer .

Pam.Tester@gov.bc.ca

de( any of t-i-"le ft;llowing buttons to view more ir{f-c;rmation about or make_ ‘
changes to the selected layer:

[ Edit Trust... ] [ View Details... ] | Trust Cerﬁﬁgate Authority... \

[ warn me about errors in digitally signed e-mail.

6. Select Encryption Layer to see the Encryption Layer details.
7. Click Close to close the window and return to the e-mail.
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Secure Files in a Folder

Encrypt and Digitally Sign File(s)

The user completes the following steps to encrypt and digitally sign file(s) in a folder:

Ensure the Token is inserted into a USB port.
Navigate to the folder containing the file(s) to be secured.
Select the file(s) and right-click (multiple files may be selected at the same time).

A menu displays:

Open

Edit

New

Print

1-Zip »

Encrypt File with Password...

Encrypt File...
Digitally Sign File...
Encrypt and Digitally Sign File...

¥ Scan with OfficeScan
Open with >

Restore previous versions

Send to >
Cut

Copy

Create shortcut
Delete

Rename

Properties

4. Select one of the following options:
o Encrypt File... to prevent unauthorized people from reading the file
o Digitally Sign File... to digitally sign a file so that other people can be sure who it came from
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o Encrypt and Digitally Sign File... to prevent unauthorized people from reading the file and
digitally sign the file so that other people can be sure who it came from

An Encrypt Files Wizard specific to the selected option opens, and the Welcome page lists the
selected file(s):

| & Encrypt and Digitally Sign Files Wi;a_ =

Welcome to the Encrypt and
Digitally Sign Files Wizard

This wizard will quide you through the process of encrypting and
diattally signing files for yourself and others.

The files you are encrypting and signing are:
@1 Test Document docx

To continue, click Next.

5. Click Next.
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The Encryption and Digital and Signature Options page displays showing the Encryption
Certificate and/or Signing Certificates:

| & Encrypt and Digitally Sign Files Wizard [

Encryption and Digital Signature Options
Encrypted and digitally signed files are encrypted for yourself and optionally for a

other people and signed by yourself.

Files are always encrypted for yourself.

Your Encryption Certificate: Pam Tester's Encrypt Certfficate | Choose... |
Encryption Algorithm: ';“\ES256 7{72567{3@ v \

[] Encrypt the files for other people in addtion to myself

Your Signing Certificate: Pam Tester's Verfic Cerificate ’
Hash Algorthm: | SHA256 |

6. Click Next.
o Ifthe Token is not inserted, select Cancel, insert the Token and return to Step 3 to start the

wizard again.
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o If securing a file for the first time since inserting the Token, the Token Logon dialog box
displays showing the Token Name:

oo A S

LAUGSOB\164

@afeNet. SafeNet Authentication Client R

Enter the Token Password

Token Name: !F‘am

Token Password: esssscesee

Current Language: EN

Enter the Token Password and click OK.
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The Completing the Wizard page displays with a success message and lists the secured file(s).
Note: The files have a .p7m extension indicating that they are secure.

| § Encrypt and Digitally Sign Files Wizad [

Completing the Encrypt and
Digitally Sign Files Wizard

You have successfully encrypted and signed the following files:
Lé Test Document.docx.p7m

["]Delete the original files on finish:

7. If shown, select the option: Delete the original files on finish, as needed.
8. Click Finish to exit the wizard.

|P7M

o Alockicon L appears on the secure file(s).

o The original file(s) are deleted only where specified in the previous step.

9. Continue to encrypt and digitally sign files as needed without logging on again.

Note: After a specified period of inactivity (currently set to 12 hours), the secure session is
logged off.
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Decrypt and Verify Digitally Secured File(s)

The user completes the following steps to decrypt, verify and open file(s) secured (encrypted, digitally
signed or both) using the DCS service:

1. Insert Token.

Navigate to the folder containing the file(s).

Select the file(s) and right-click (one or more files may be selected at the same time).

A menu displays:

Decrypt, Verify and Open
Decrypt and Verify

7-Zip

Scan with OfficeScan
Open with...

Restore previous versions
Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

4. Select one of the following options:

o Decrypt, Verify and Open...
o Decrypt and Verify...
17 January 2017
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o Ifthe Token is not inserted, the Entrust Entelligence Security Provider dialog box appears,
requesting confirmation to replace the file:

Entrust Entelligence Security Provider “

&

Cannot decode 'ChtemnpPam’ Test Document.docap?m’. It could not
’ ) be decrypted because you do not have a certificate for which it was
encrypted. If your digital ID is on a removable media, ensure it is
available before trying the operation again.

oK

Select OK to close the dialog. Insert the Token and try again.

o Ifthe Token Logon dialog box displays showing the Token Name:

(S) Token Logon “

@afeNet. SafeNet Authentication Client YT |

Enterthe Token Password

Token Mame: Pam

Token Password: sssssnses

Current Language: EMN

carel

Enter the Token Password and click OK.

Note: A file that is only digitally sighed will not require password authentication.
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o If the Entrust Entelligence Security Provider dialog box displays requesting confirmation to
replace the file:

Entrust Entelligence Security Provider “

This folder already contains a file named 'ChternpPam’ Test
Cocument.docx’,

Would you like to replace the existing file?

Click Yes.
A decrypted version of the file is created.
This ends the Decrypt and Verify process.

Note: The remaining steps apply if the option to Decrypt, Verify and Open digitally secured
file(s) (in Step 4) was chosen.

5. The Entrust Entelligence Security Provider dialog box displays requesting confirmation to open
the file:

Entrust Entelligence Security Provider H

Opening an encrypted or digitally signed file will launch the application
associated with the eriginal file. You should only cpen files from a

trustworthy source, The original file may contain executables that you
may not wish to launch for security reasons.

Do you still wish to epen 'Chtemp\Pam’Test Document.docx'?

6. Click Yes.

The file opens.
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7. When closing the file (i.e. when no longer needing to use the file) the Entrust Entelligence
Security Provider dialog box displays requesting confirmation to delete (and securely erase) the
decrypted version of the file:

Entrust Entelligence Security Provider

jr) The application launched to view 'C:\tempPamTest Document.docx’ has exited.

Do you wish to delete the file? If you are done with the file you can safely delete it
since the original is still protected.

Note: only the decrypted version of the file is deleted, not the secured (encrypted/digitally
signed) version of the file.

8. Either:
o Click Yes to close the dialog box and delete (and securely erase) the decrypted version of the
file.

Note: to see that the decrypted version of a file is deleted from a folder you may need to
refresh right-click the folder and select Refresh.

o Click No to close the dialog box and keep both the decrypted version and the secured
version of the file.
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Manual check of a digital signature
The user completes the following steps to see details of the individual who digitally signed a file:

1. Open the Properties of the digitally-signed file (right-click the file and select Properties).
2. Select the Security Status tab to view Signature Information.

B Test Document.docx.p/m Properties “

Securty | Details

Summary:

Signature Information

Signature Status: Ok

Signed By: Pam Tester

Signing Time: Thursday, March 24, 2016 - 10:21:07 AM
Signature Algorithm: RSA

Hash Algorithm: SHAZSE

Certificate Status:  OK

The digital signature on this file is valid and trusted.

View Certificate = Details

3. Click View Certificate or Details to see additional information contained in the digital certificate
that was used in digitally signing the file.
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