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Title 

GPUs from all major suppliers are vulnerable to new pixel-stealing attack. 

Audience 

Ivanti Connect Secure and Ivanti Policy Secure gateways zero-day vulne Ivanti Connect Secure and 
Ivanti Policy Secure gateways zero-day vulnerabilities. 
 
 

 
Purpose 

An Alert is used to raise awareness of a recently identified cyber threat  that may impact cyber 
information assets, and to provide additional detection  and mitigation advice to recipients. The 
Canadian Centre for Cyber Security ("Cyber Centre") is also available to provide additional assistance 
regarding the content of this Alert to recipients as requested. 

 
Details 
On January 10, 2024, the Cyber Centre was made aware of an authentication  bypass vulnerability  (CVE-
2023-46805) and a command injection vulnerability (CVE-2024-21887) impacting Ivanti Connect Secure 
(ICS), formerly known as Pulse Connect Secure, and Ivanti Policy Secure (IPS) gateways. Ivanti published 
a security advisory to highlight these vulnerabilitiesFootnote1. These vulnerabilities impact all supported 
versions of the software – versions 9.x and 22.x. To highlight the vulnerabilities, the Cyber Centre 
released an advisory on January 10, 2024Footnote2. 
As of January 10, Ivanti has stated that patches are still under active development and are not ready for 
distribution. Ivanti has released mitigation steps to address these vulnerabilities. Ivanti also suggests 
monitoring their Knowledge Base article for patch availability  updates related to support versions of 
Ivanti Connect Secure (ICS) and Ivanti Policy Secure (IPS), as they become availableFootnote3. 
Ivanti has reported that they are aware of exploitation and have observed evidence of threat actors 
attempting to manipulate Ivanti’s internal integrity  checker tool (ICT) which is used to ensure filesystem 
integrity. 
Volexity has published a report with an incident summary and indicators of compromise  for activity 
related to these vulnerabilitiesFootnote4. 
 

Update 1 
On January 15, 2024, Volexity published a report indicating that widespread exploitation has been 
detectedFootnote5. 
The Cyber Centre is aware of proof-of-concept code available in open source. 
On January 16, 2024, Ivanti published new guidance related to recovering from exploitation of these 
vulnerabilitiesFootnote6. 

https://www.cyber.gc.ca/#fn1
https://www.cyber.gc.ca/#fn2
https://www.cyber.gc.ca/#fn3
https://www.cyber.gc.ca/#fn4
https://www.cyber.gc.ca/#fn5
https://www.cyber.gc.ca/#fn6


Any organizations with continued external facing access to the vulnerable services should assume full 
device compromise. 
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