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This is a technical bulletin intended for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team has been made aware of a Drupal Security
Advisory. The vulnerability affects Advanced Progressive Web App module for Drupal 8.x, prior to
Advanced Progressive Web App 8.x-1.5.

Technical Details

Progressive web applications are web applications that load like regular web pages or websites but can
offer the user functionality such as working offline, push notifications, and device hardware access

traditionally available only to native applications.

This module doesn't sufficiently protect access to the settings form, allowing an unauthorized malicious
user to view and modify the module settings.

This vulnerability is rated as a HIGH risk. A software update exists to address this risk.
Action Required

e locate the device or application and investigate.
e Notify business owner(s).
o Perform mitigating actions, as required.

Please notify VRM with any questions or concerns you may have.
References

e Advanced PWA - Critical - Access bypass - SA-CONTRIB-2024-017
e VRM Vulnerability Reports
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