Tips for Secu
Devices at Home



. Awareness

. Backups
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Desktop & Laptop Computers

= know what you have to lose

= use a firewall and anti-malware

* = jnstall updates for your operating
SOl system and apps

= back up your important data
...and then disconnect the device

e = consider using a password manager
0% — = don’t click suspicious links and

‘ attachments

= use strong passwords and don’t

share them (better yet use 2FA)
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Passwords

Who has heard this advice?
" use strong passwords
= don’t share them with anyone
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don’t use the same one twice
don’t write them down
change them every day
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Backups (Personal)

4TB =~5$100

1) buy a storage device
2) connect to your computer
3) copy files to it

4) disconnect from computer



Safe Browsing

= surf to only reputable sites

= watch for the lock/secure browsing

= consider different browsers or
computers for general browsing vs
banking

= consider a popup/ad blocker

= consider blocking scripts or at least
check browser settings are correct...
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Browser Settings

Other Google services

Autocomplete searches and URLs
Sends some cookies and searches from the address bar and search box to your default search
engine

Show suggestions for similar pages when a page can't be found
Sends the web address of the page you're trying to reach to Google

Safe Browsing {protects you and your device from dangerous sites)

Sends URLs of some pages you visit to Google, when your security is at risk

Help improve Chrome security

" review browser privacy & security
settings
= clear browsing data on occasion

To detect dangerous apps and sites, Chrome sends URLs of some pages you visit, limited »
system information, and some page content to Google
Help improve Chrome's features and performance »
Automatically sends usage statistics and crash reports to Google
Make searches and browsing better »
Sends URLs of pages you visit to Google
Enhanced spell check »
To fix spelling errors, Chrome sends the text you type in the browser to Google
< Cookies and site data Q, Search
Allow sites to save and read cockie data (recommended) -
Clear cookies and site data when you quit Chrome »
Block third-party cookies
party -

Prevent third-party websites from saving and reading cookie data

See all cookies and site data

Privacy and security

Sync and Google services
More settings that relate to privacy, security, and data collection

Allow Chrome sign-in :
By turning this off, you can sign in to Google sites like Gmail without signing in to Chrome

Send a "Do Mot Track” request with your browsing traffic »

Allow sites to check if you have payment methods saved -

Preload pages for faster browsing and s=arching *
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates &
Manage HTTPS/SSL certificates and settings

Site Settings
Control what information websites can use and what content they can show you

Clear browsing data

Clear history, cookies, cache, and more




Social Media

Your Groups

Advertising on Facebook

Activity Log 1
Mews Feed Preferances

Settings

Switch to New Facebook

Log Qut

¢ Off-Facebook Activity

o General
{3 Security and Login

n Your Facebook
Information

[B Privacy

|1:| Timeline and Tagging
[:D Stories

@ Location

° Blocking

Language and Region
[E] Face Recognition

e Motifications
= mobile
Public Posts

n Apps and Websites
(% Instant Games
Q Business Integrations

Payments

@ Support Inbox
& videos

Your Facebook Information

You can view or download your information and delete your account at any time.

Access Your Information

Transfer a Copy of Your
Photos or Videos

Download Your Information

Activity Log

Off Facebook Activity

Managing Your Information

Deactivation and Deletion

View your information by category.

Transfer your photos or videos to another service.

Download a copy of your information to keep, or fo transfer to another service.

View and manage your information and some settings

View or clear aclivity from businesses and organizations you visit off of Facebook.

Learn more about how you can manage your informafion.

Temporarily deactivate or permanently delete your account.

View

View

View

View

View

View

View

Future Off-Facebook Activity

Your experience may be less personalized and the ads you see may be

less relevant to you.

Activity You've Turned Off

View and manage the apps and websites whose activity you've turned >

off.

Your Off-Facebook Activity

Off-Facebook activity includes information that businesses and
organizations share with us about your interactions with them, such as
visiting their apps or websites.

@ Some of your activity may not appear here. Learn More

You have no available activity to show at this time.

Clear History

review your privacy and security
settings on social media

new ‘features’ are added and
agreements are changed

some features are enabled by
default

customers may not be aware




Emails & Phishing (Example)

Tanya Sanchez <dyeater@bhillcrestkc.org>
Thu 2019-07-11 5:41 AM

Hi,

A check was processed for INVOICE#: 8766 last week, dated 7/05, for $3,888.00. You should be getting this either today or tomorrow.
The password for the attached document is: 1234

Best Regards
Tanya Sanchez

Maria (Tess) Miles| accounting

GOEDEKER’S

Trusted Since 1951

13850 Manchester Rd. | Ballwin, MO 63011

maria. miles@ goedekers.com
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=  phishing is effective
= create a sense of urgency
= play on people’s emotions

= consider
= |ook at the from address,
subject, to address
=  beware attachments including
PDF, doc, and docx
= beware links — hover over
= what are they asking you to do?

It can happen to anyone...
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= change default username, password,
SSID

= disable guest, generic accounts

= enable encryption (use WPA2)

= consider disabling SSID broadcast

= consider multiple WiFi networks for
different purposes (eg. 10T)

= |imit broadcast strength

= exercise caution on public WiFi
(and consider VPN)

Do you know what SSID you are connected
to? How do you know it’s the right one?
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Shaw)

‘ Usermname: admin

LOGW™

Password: [eeersees

[10% © intemet @ Wi-FI © MoCA © Medium Secunty

Gateway > Login

Please login 1o view your Wi Fi passkey or 10 view and edit detailed netwark seftings.

WiFi SSID [2.4GHzi:Opoa xb6 @ ‘Ehen
WAFi Passkay (2.4GHzk:Lag In o view passkny © WiFH
© MoCA

WIF| SSID (SGHz):Opea XB6 5 GHz
WILFI Passkey (SGHziLog In to view passhey

Firewall Security Level: Medium

Connected Devices

Host Newne

(] CarmensiPhooel SEEQDSSS-CI60 WiFi24G
[v] iPhone DECF:9C:18:28:19 WiFi 246G
(] android 22425276f51914b MNFCEFDETRF WIFi 24G
(] Sarmsun q-Galaxy-S7-edge ALIBEATTFIAS WiFi 24G
(] MichellP odtouch BEFS:B1:309A:09 Wik 24G

Shaw ca * cusiomerCentral « User Gude
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Exercise

1. check the IP address on your
computer

2. surfto the IP address listed as the
default gateway (eg. 192.168.1.1)

3. log into your residential gateway
router

4. review your username and
password

5. review the SSID

6. review the devices connected to

your network and see if you can
identify each one

\ CIRMO /



SmartPhones

r | \ = setastrong PIN and don’t share it with anyone

= jinstall updates for OS and apps (or turn on auto-updates)

St s = don’t root or jailbreak your phone

your iPhone and is ready
to install.

Install Now

= don’t “sideload” apps from “unknown sources”

Later

Details

= consider whether an anti-malware program is useful

At work follow company rules...
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Internet of Things

= protect with a firewall

" consider a separate network

= ensure patched / updates installed
= read the fine print / agreement

" beware the app

= weigh the benefits and implications
(eg. what does it tell people about you)

= disable guest/default accounts

= change default passwords



attacks are increasing in frequency and everyone needs to take steps to
protect themselves at work and at home

ensure the steps you take are proportionate with what you have to lose
focus on doing the basics consistently to stop 80% of the problems

stay alert - watch for anything out of the ordinary and think before you click

remember... security is everyone’s responsibility and you're not alone...







