
October 3, 2023 
 

 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware Android has published a Security.  
Bulletin to address vulnerabilities in Android devices. 
 

Technical Details 
The Android Security Bulletin contains details of security vulnerabilities affecting Android devices.  
Security patch levels of 2023-10-06 or later address all these issues. 
To learn how to check a device's security patch level, see Check and update your Android version.. 
 
This vulnerability is rated as a Critical Severity. 
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed at your next change window.  

 
Please notify VRM with any questions or concerns you may have.  
 

References 
• CVE-2023-4211, CVE-2021-44828, CVE-2022-28348, CVE-2023-33200, CVE-2023-34970 

• Android Security Bulletin 
 
 
 

https://support.google.com/pixelphone/answer/4457705
mailto:Vulnerability%20and%20Risk%20Management%20MTIC:EX%20%3cVulnerabilityandRiskManagement@gov.bc.ca%3e
https://source.android.com/docs/security/bulletin/2023-10-01

