Overall rating: Critical
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This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware multiple vulnerabilities reported in the
Linux Kernel (various versions).

Technical Details

Linux Kernel <6.3.2 Remote Use After Free Vulnerability - CVE-2023-35823
An issue was discovered in the Linux kernel before 6.3.2. A use-after-free was found in
saa7134 finidev in drivers/media/pci/saa7134/saa7134-core.c.

Linux Kernel <6.3.2 Remote Use After Free Vulnerability - CVE-2023-35824
An issue was discovered in the Linux kernel before 6.3.2. A use-after-free was found in
dm1105_remove in drivers/media/pci/dm1105/dm1105.c.

Linux Kernel <6.3.4 Remote Use After Free Vulnerability - CVE-2023-35825
An issue was discovered in the Linux kernel before 6.3.4. A use-after-free was found in
r592 remove in drivers/memstick/host/r592.c.

Linux Kernel <6.3.2 Remote Use After Free Vulnerability - CVE-2023-35826
An issue was discovered in the Linux kernel before 6.3.2. A use-after-free was found in
cedrus_remove in drivers/staging/media/sunxi/cedrus/cedrus.c.

Linux Kernel kernel Remote Use After Free Vulnerability - CVE-2023-35827
An issue was discovered in the Linux kernel through 6.3.8. A use-after-free was found in
ravb_remove in drivers/net/ethernet/renesas/ravb_main.c.

Linux Kernel <6.3.2 Remote Use After Free Vulnerability - CVE-2023-35828
An issue was discovered in the Linux kernel before 6.3.2. A use-after-free was found in
renesas_usb3_remove in drivers/usb/gadget/udc/renesas_usb3.c.

Linux Kernel <6.3.2 Remote Use After Free Vulnerability - CVE-2023-35829
An issue was discovered in the Linux kernel before 6.3.2. A use-after-free was found in
rkvdec_remove in drivers/staging/media/rkvdec/rkvdec.c.

These vulnerabilities are rated as a Critical Severity.

Recommended Action

Investigate how your area of responsibility is affected.
Notify business owner(s) as required.
Ensure mitigation is performed as soon as possible.



Please notify VRM with any questions or concerns you may have.
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