
 
 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware CWE-502 Deserialization of Untrusted 
Data at the rabbitmq-connector plugin module in Apache EventMesh (incubating) V1.7.0\V1.8.0 on 
Windows, Linux, MacOS e.g., platforms allow attackers to send controlled message and remote code 
execute via rabbitmq messages. 
 

Technical Details 
Users can use the code under the master branch in project repo to fix this issue, Apache will release the  
new version as soon as possible. 
 
This vulnerability is rated as a Critical Severity.  
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed as soon as possible.  
 
Please notify VRM with any questions or concerns you may have.  
 

References 
• CVE-2023-26512 

• https://lists.apache.org/thread/zb1d62wh8o8pvntrnx4t1hj8vz0pm39p 

• https://eventmesh.incubator.apache.org/ 
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