PRIVACY IMPACT ASSESSMENT

1. Ministry/Public Body and Program Area.

) Ministry Labour, Citizens' Services, and Open Governmenf
Division Office of the Chief Information Officer

" | Branch/Section | Knowledge and Information Services
Inltistive Tltle General SurveyMonkey PIA

2, Contact Position and/or Name, Telephone Number and E-Mail Address.
(This should be the name of the Individual most qualified to respond to questions regarding the PIA).

Name, Title Jeannette Van Den Bulk
Branch/Section | Knowledge and Information Services
Phone Number | 250 356 0378

E-Mail Jeannstte. vandenbulk@gov.bc.ca

3. Description of the Program/SystemiLegislation (Initiative) belng assessed. ~
{Please note here if the initiative does nof collect, use or disclose personal informationy). If this is
a change to an existing legislation, system or program, describe the current system or program
and the proposed changes.

This General SurveyMonkey Privacy Impact Assessment (PIA) is intended as a gulde to assist
ministries In the use of SurveyMonkey as an online survey tool and to ensure that any personal
information is collected, used, and disclosed in a'way conslstent with the provisions of the
Freedom of Information and Profection of Privacy Act (FOIPPA).

Based on this General SurveyMonkey PiA, a checklist has been creatad that will serve as a quick
and sefficlent means for ministries to determine if their survey falls under this General PIA. See
Appendix A.  If the slte meets all of the requirements In the checkiist a new PIA will not be
required, Cofiversely, If it does not mest the requirements in the checklist, a new PIA must be
completed. '

Ministries should complete the checklist before moving forward with their use of SurveyMonkey.
Knowledge and Information Services Branch (KIS} will requira a copy of the signed chackilst prior

to thelr survey golng live, as per section 69(5.1) of FOIPPA. The ministry should retaln a copy of

the signed checklist to satisfy the requirement for a privacy impact assessment under section

69(6) of FOIPPA., , : ' :

A separate PIA must be completed for SurveyMonkey surveys where thers Is potential for
collection, use, and disclosure of personal Information,

* *This Privacy Impact Assessment addresses Freedom of Information and FProtection of
Privacy Act requirements while using SurveyMonhay in the manner described In Appendix
A. The program area using SurveyMonkey Is responsible for ensuring they have reviewed
and complled with all obligations created by provincial leglslation and policy, including
but not limited to Legal Services Branch review of, and Risk Management Branch
approvals for indemnities created by, SurveyMonkey’s Terms of Use.”




Background

SurveyMonkey is a web-based tool that enables users to create thelr own web-based surveys
while also managing and analyzing data. The company offers a number of pald-for services
however, the main draw and focus of this General PIA is their free-service that allows small,
simple surveys to be put together easily with no ¢osl, :

SurveyMonkey is an American company with all information collected and stored on servers
located in the United States. Despite having a robust security and privacy policy, ministries
should not use SurveyMonkey to collect personal information because of sectiont 30.1 of the
FOIPP Act, which requires personal information be stored and accessed inslde Canada (with
limited, generally inapplicable exceptions).

A government body may choose to use SurveyMonkey If they are not collecting personal
information. For example, the survey does not collect names, addresses, or multiple .
demaographic data points that could through the mosale effect idenfify an Individual, Surveys may
collect data that Is aggregated and cannot be traced back to an identifiable individual,

As well a note, like the one below {and in Appendix B), must be visible to all participants, either as
part of an emall or on the wabpage that contains the link {o the survey:

“The Government of BC wifl not colfect, use, or disclose personal
informatfon using SurveyMonkey. Flease be aware however that IP
addresses are collected by SurveyMonkey itself, and these IP -
atldresses and other information collected will be stored on
SurvayMonkey's servers located outside of Canada. This survey is
voluntary and a response Is encouraged, not required.”

Attached to this PIA;

¢ Appendix A ~ Checklist/Signoff 'Page for a ministry SurveyMonkey survey
o Appendix B — Required nofification

Purpose/Objectives of the inltlative (If statutory, provide citation).

The purpose of this PIA Is fo outiine a standard way to use SurveyMonkey, whereby any ministry
or program area using this site within the prescribad parameters will not be required to filt out an
additicnal PIA. However, if ministries decide to use SurveyMonkey in ways not described here,
thay will be required to complete a separate PIA.

What are the potarit!al impacts of this proposai? (Include privacy impacts in this description),
SurveyMonkey can be a useful internal togl for galning feadback from colleagues and employess,
It can also be a useful external tool to gain simple, quick feedback from cltizens and clients. Itis
not a replacement for n-depth surveying and analysls or for any surveys that coliact personal
infarmation. ‘

Ministries must ensure their surveys do not collect personal information in order to use the
SurveyMorkey tool.

Provide details of any previous PIA or other form of personal information assessment
done on thls initlative (in whole or in part).
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No General PIA has previously besn completed for Surveymonkey. A General Fluldsurvey PIA is
also avaitable from Knowledge and Information Services. : o

1. Describe the efements of personai information that will be collected, used and/or
disclosed and the nature and sensitivity of the personal Information. [See note above about

the definition of parsonal information.]
For example: Name, horie address, gender, age/birthdate, SIN, Employeet, race/national, ethnic

origin,

No personal Information should be coliected by the ministry as part of the survey.

2, Provide a description {either a narrative or flow chart) of the linkages and flows of
personal information collected, used and/or disclosed. :

No parsonal information will be collacted by government. However, IP addresses will be collected
by SurveyMonkey, and survey participants will bs informed of this before taking the survey.
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LL

GTION

Il -INFORMATION GOLLE(
d section 27 of the Freedom of Information and Protection of Privacy Act

- *IMPORTANT NOTE: Recent amendments to the FOIPP Act have clarified when personal
information has not been collected by a public body. See section 27.1 or contact Knowlsdgs and
Information Services for further defalls.

Yes | No | nia

Is personal Information being cbllectect?

No personat information will be collected by a ministry.. *Howaver, IP addresses .
are collected by SurveyMonkey and survey participants will be informed of this X X
bafore they take the survey. A ministry will not have custody or control of IP
addresses,

1} Authorization for Collsction:

A public body may collect personal information as authorized by'one of the following provisions:

s.26 | . Yes [ No | nfa |

(a) Is the coflection of parsonal-information spscifically authorized by, or . X
- under, an Act, other than the FOIPP Act? ,

If yes, please specify the name of the Act and relevant section

(b} Is the parsonal Information being collected for law enforcement X
purposesy
{c) Is the personal Information directly related to, and necessary for, a
program or activity of the public body? - _ X
(<) Is the personal Information being collected for a prescribed purpose -
.1 {where there is a regulation defining that purpose)? ' X

If yes, please specify the prescribad purposs.

{l) Has the Individual whose personal information Is being collected
consented, In the prescribed manner, to that collection?

and ' J X

(if) Would a reasonable person consider that collection appropriate
in the circumstances? . '

(e) Is the collection of personal information hecessary for the purposes of
planning or evaluating a program or activity of a public bedy? _ ) X

{f) Is the collection of personal information necessary for the purpose of
reduclng the risk that an individual will be a victim of domestic violence, X
If domestic violence is reasonably fikely to oceur?

{9) Is the personal information being collected at a presentation, ceremony,
performance, sports meet, or similar event where the individual X
voluntarily appears and that is open to the public?

{h) Is personal identity information being collected by:




8. 26

No..

wa.

A designated provincial dentity information services provider and the
coltection of the information is necessary to enable it to provide services

under section 69.2, . X
or

A public bady from a designated provinclal identity Information services

provider and the collection of the information is necessary to enable the

public body to identify an Individual for the purposes of providing a X

service to the individual or the provincial dentity information services -
provider to provide services under section 69.2, ‘

If none of the above questions has been answersd "yes", your office does not have the
authority under the FOIPP Act to collect the personal information In question. If you have any
questions or raqulre clarification please contact Knowledge and Information Services.

2) How wlil the personal information be cotlested?

A public body must collect personal information di
about, with certain specific exceptions.

rectly from the Individual the information is

degree, scholarship, prize or bursary?

. : Yeos.| No.| nla
Will the personal information be collected directly from the Individual that the )
information is about? o :

If the personal Information has not heen collacted directly from the individual it is about, check
which of the following authorizes the indirect collection:
5. 1) ' ‘ Yes.TiNo [nia_
{(a){i) Did the individual the Information is about authorize another method

of collection? X

- (@)l Has indirect collection been authorized by the Information and

Privacy Commissioner? ' X

(a)(iipy Has indirect collection been authorized by another enactment?. X
. if yos, please specify the name of the Act and relevant section(s}

{a.1}il) Is the personal information necessarjr for the medical treatment of

an Individual and it is not possible to collect the information directly X

from that individual? o
(a ) Is the personat information necessary for the medical treatment of

an individuat and It is not possible to obtain authority under {iv}) for ¥

~ | another mathod of colfection? _ :

{h) s the public body collecting personal information disclosed fo it by

another public body under an authorlty within sections 33 to 36 of X

the FOIPP Act? _ -

Specify relevant section(s) or subsections that apply.
{e)(i) Is the personal information belng coliected for the purpose of

determining suitability for an honour or award including an honorary e
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s. 27(1) . Yos: | No | nia
{c)il) “Is the personal information baing collected for the purposs of a

proceeding hefore a court or a judicial or quasi-judiclal trlbunal? X
{c){iii) Is the personal Information belng collected for the purpose of

collecting a debt or fine or making a payment? X
{c)iv) Is the personal information being collected for the purpose of law

énforcement? X
{cHv) Is the personal information being collected to reduce the risk that an

individual will be a victim of domestic wolence if domestic violence X

Is reasonably likely to ocour?

1 ) Is the personal information belng transferred fo the public body from

another public body In accordance with section 27.1? X
{e) is the personal information being collected necessary for delivering a

common or integrated program or activity? . X
{f) Is the personal information about an employee, other than a service

provider, and the coflection of the information Is necessary for the

purpeses of managing or terminating an employment reiatlonshlp X

between a public body and the employee?
{a) Is the information personal identity information that is collected by -

the designated provincial identity information service that is X

necessary to provide services under section 89.27

Additlonal detalls as required {e.g., explanation of msthod of collaction) .

if none of the above authorities have been checked, your dfﬁce does not have the authority
undsr the FOIPP Act to collect the personal information In quéstion If you have any questlions
or requlre clarificatlon please confact Knowledye &nd Information Services.

3) Notification to collect Informatlon

A public body must ensure that an individual from whom it collects personal information Is notified
of the collection as outlined balow.

27(2)

qu_.'

1 ha

1 Has the individual from whont personal Information {s being cotlected heen informed of.

{a) the purpose for collect[on? X
(b) the legal authority for collection? X
{c) the contact Information of the person who can answer questions

regarding the collection? X

Additional details as requlred (e.g., method of notification)

Notlification Is not raquired if the answer [s “yves fo any of the following:
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27(3)

(a)

Is the personal information about law enforcement or anything referred
to in section 15(1) or section 16{2) of the FOIPP Act?

A

(b)

Has the Minlster responslble for the FOIPP Act excused your pubiic body from comptying

because it would

{a) result in the collection of inaccurate information?

X

or

(b} defeat the purpose or prejudice the use for which the psrsonal
Informatlon is collected?

X

(c)

The information - ' : .

{a) Is not required, under subsection 27{1), to be collected dlrectly
from the Individual the information s about, and '

(b} is not collected directly from the individual the information Is about

(d)

is the information collected by observation at a presentation,
ceremony, performance, sports meet or simllar event at which the
individual-voluntarily appears and that Is open to the public.

27 (4)

Is It reasonable to expect that notifying an employee of collection
under subsection 27 (1) (f) would compromise

(a) the ava!lab[llty or acéuracy of the information, or

{b) an investigation or a proceeding reIated to the employmant
of the emp[oyee?

Additional defails as required

If you have not provided the requlred notification as outlined above, please contact

- Knowledge and Information Services.
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IV, <. -USE.OF PERSONAL INFORMATION - (Section 32 ofthe FOIPP Act), .

Yes | :No . -nfa

Is personal information being used? X

IF THERE IS NO PERSONAL INFORMATION BEING USED, GO TO V, DISCLOSURE OF
PERSONAL INFORMATION

¢ '.'r,fmsc:.osuas OF. PERSONAL INFORMAT[ON .
{Section 33, section 33.1, séction 33.2, section 33 3 sect!on 34,4
-1 FOIPRAGY .

Yes | No | nia

Is parsonal information being disclosed? - ' X

IF THERE IS NO PERSONAL INFORMATION BEING DISCLOSED, GO TO
Vi, ACCURACY AND CORRECTION OF PERSONAL INFORMATION,

Vi . INAL INFOI
' '{‘-.__ij(Sect[on 28 and saciion 29 of ihe FO!PP Act) :

If an individual's personal information will be used by a public body to make a decision that
directly affects the individual, the public body must make every reasanable effort to ensure
that the informatlon Is accurate and complete, An individual must also have the ability to
access, or have corrected or annotated, their personal information for a period of one year
after a declsion has been made based upon the personal information.

_ Yes | No | nfa.

1. Are there procedures in place to enable an individual to requestireview

a copy of their own personal information? X
2, Are there procedures in placs to correct or annotate an individual's

personal information If requested, including what source was used to X

update the flle? ‘
3. If personal information is corrected, are there procedures in place to

notify other holders of this informatlon? _ X

If yes, please provide the name of tha policy and/or procedures, a contaat parson
and phone number, ‘

Poliey/procedure:

Contact person:

Phone number:

Additional detalls as required




If any of the questions above have been answered "no", please contact Knaw!edga and
Informatlon Services for further clarification, :

Note: For PlAs related to new or exlsting systems, this section should be completed by
the Branch of the minlstry responsible for systems malntenance and secutity, and
signed off by this branch, In the Slgnatures sactlon.

For PlAs that do not Involve systems initlatives, this section shotild be completed
hy the program area completing the PIA. in thls case, the signature of the systems

reproesentative Is not required.

Section 30 of the Act requires a public body to protect personal Information In its custody
or under lts control by making reasonable security arrangements against such risks as
unauthorized access, collection, use, disclosure or disposal.

Yes 1:No =} nfa -

1. Is there reasonable technlcal security In plags to protect against

unauthorized access or disclosure? X
2, ls there reasonable physical securily in place to. protect agalnst -

unauthorized access or disclostre? , X
3. Are there branch policies and procedures in place for the gecurity of

personal information during routine collection, use and disclosure of X

1 the Information?

If yes, please provide the name of the policy and/or procedures, a contact person

and phone number.

Pollcy/procedure:

Contact person:

Phone number:

Additlonal detalls as required

Have user access profiles been assigned on a need-to-know basis? X
5. Do controls and procedures exist for the authority to add, change or

delete personal information? X
6.. 1 Does your system security include an ongoing audit process that can

track use of the system (e.g., when and who accessed and updated X

the system)?

Please explain the audit process and Indicate how frequentiy audits are undertaken

and under what circumstances
7. Does the audit identlfy inappropriate accesses to the system? X

Additlonal detalls
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If any of the questions above have been answered "no", pledse contact your Ministry's
Security Officer. If you have any questlons or require clarification please contact .
Knowledge and Information Services.

Saction 30.1 requires a public body to ensure that personal Information in Its custody or
under Its control Is stored only in Canada and accessed only in Canada unless the
individual the informatlon is about has consented or the disclosure is otherwise allowable
under the Act.

Yes | No ['nia

Wil the information be stored or'accessed only In Canada? X

Personal information in a public body’s custody ‘ér under Its contro! must be stored and
accessed only in Canada, unless one of the following applles:

Yos | No | nia

{a) Has the individual the personal information is about identified it and
consented, In the prescribed manner, to it being stored in or accessed
from another Jurisdiction? '

Please exp]ain

(b) WiIll the personal information be stored in or accesséd from another
Jurisdiction for the purpose of a disclosure that is authorized under the
Freedom of Information and Protaction of Privacy Act?

Please explaln

(¢} Wil the pérsonal Enformatl_on be disclosed under section 33.1(1)(i.1)7?

Please axplain

If you have not answered “yés” fa any of the above authorizations for storage or access of
personal information outside Canada or If you regulre clarification, please contact
Knowledge and Information Services. . :

' RETENTION.OF PERSONAL INFORMATION « (Saction 31 of the FOIRB AGD £ & 1

Vil

5

If a public body uses an individual’s personal information o make a daclsion that directly
affects the individual, the public body must retain that informatlion for at least one year .
after using it so that the individual has a reasonable opportunity to obtain access to It,
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1. Do you have an approved records retention and disposition I
schedule? X
2, Is there a records retention schedule to ensure information used to
make a declsion that directiy affects an individual Is retained for at X
least one year after use?

If you answered "no" to the above guestions, your procedures may need o be revised.
Please contact your Records Offlcer.

Note: Records of provincial public hodies and designated organizations/public bodies
cannot he destroyad unltess approval [s granted under the authority of the Document
Disposal Act. Please consult with your Records Officer to Inltiate the records scheduilng
process.
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PUBLIC BODY APPROVAL:

Date

Program Manager Slgnature
Ministry Conlact Responsible for Signature Date
Systems Maintenance and Security
* V / -
/ ~L M February 10, 2012 .
Jeannsits Van Den Bulk Signature Date

Knowledge and information Services
Office of the Chief Information Offlcer
Ministry of Labour, Citizens Services,
and Open Government

/4«/'

Dave Nlkolejsin {(Chief information
Officer)
Assistant Deputy Minister or Equivalent

Signature

VANITYA Y

Dale
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Appendix A: Checklist and Confirmation Page for SurveyMonkey Survey

Name.of Survey:

Ministry and Program Area:

Administrator;

Ministry Survey ) ' ‘Phone:

Email:

Go- Live Date:

Please enter an “X” under the appropriate answer to the following questions:

= - B '
I

“Yes

TNo-

Purpose ]
The program area needs to use SurveyMonkey to hear users’ thoughts and opmlons ona
subject. Please provide a description of the purpose: .

Notification

The Notification (See Appendix B) has been included in all requests for partncnpatlon in the
survey. Example, by email or on the webpage a link to the survey is posted on.

Describe where notification will be:

No personal information is being collected through the Ministry’s survey.
This includes:
. No names of survey participants or third parties
+ No addresses
¢ No demographic information that could be used if put together to identify
an individual
¢ No names or information about other people

SurveyMonkey is voluntary, participants are not required to take the survey.

A copy of survey questions are attached to this checklist.

t understand the information and analysis in this PIA is imited to the interaction between

SurveyMonkey and the requirements set out in the FOIPPA. 1t is the responsibility of our

program area to review SurveyMonkey's Terms of Use. We have reviewed and complied

with all obligations created by other legislation and policy, including but not limited to Legal

Services Branch review of, and Risk Management Branch approvals for indemnities
created by, SurveyMonkey's Terms of Use.” -

If you have answered ‘No’ to any of the above questions a separate PIA will need to be completed

befare you can use SurveyNornkey.

Checklist Completed By - Signature
Program Manager Signature : Date
KIS Signature : Date

KIS Comments:
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Appendix B~
Notification

The Government of BC will not collect, use, or disclosé personal information using
SurveyMonkey. Please be aware howsver that IP addresses are collected by SurveyMonkey
itself, and these IP addresses and other information collected will be stored on SurveyMonkey's

servers located outside of Canada. This survey is voluntary and a response Is encouraged, not
requlired.,

Please do not Jprovide any third- party lnforma!lon (Ie talk about. others) In your
responses fo the survey
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