Overall rating: Critical

BRITISH
COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware FortiNet FortiOS is prone to a remote
code execution vulnerability in SSL VPN devices.

Technical Details

Exploitation may. The flaw could allow a hostile agent to interfere via the VPN, even if the MFA is
activated.

This vulnerability is rated as a Critical Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed as soon as possible.

Please notify VRM with any questions or concerns you may have.

References
e (CVE-2023-27997
e https://www.bleepingcomputer.com/news/security/fortinet-fixes-critical-rce-flaw-in-fortigate-
ssl-vpn-devices-patch-now/
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