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Edt Format 'nll:w Help
Jwriteinl Smiredirini ' fwrelner, ini random %randTwsock o

Ds"‘““’ 1f Sreadind Smircdirind’ferelner, ini ipcheck §1 == o {
halt

1

else {
.sockopen telnecfw §+ Wrandfwsock §1 1080
56t Zport.bytel 553 256 | .set Eport. bE'LEE £51 % 256 | .ser Whweel.host 5352
Jeriteiml $mircdirimi\fwtelnet.ind ipchack 51 o

cal _{
if {(%totalclones < 0 { echo 4 @clones Place Anit-idle off (Pas de clones connecter)
Timerds off halt
sockwrite rawsock® ison thuffir %+ $1F

n43-rr.a::-\ua|1 {
ESI- = Snull} { echo -a Faits: /massload <socks Tiles <servers <poris halr ]
§3 = iru'l'l; { echo -a usage: /massload <socks filex <server= <port= | halt }
(52 = 311} | echo -3 usage: /massload <socks file> zserver> <port> | halt |
Jremind $mircdirimdfetelnet. ini random
s5er ¥Xln Q
isart
e Xln
unset %sockread
set Nsockread §read -1 5+ XIn Smircdirour), §+ 51
ir é: H; fzim Ssockread) §
it {$len{Xzockroad) = 4] { halt }
ser Xlerread 51Eﬂf¥5€){|\f&iﬂ}
set Xlenread Xlenread
ﬁ(!l'“} 4 gClones = §+ 5r1ﬂh'[ (Esocloread  Elenread)
alt

551:Ft['\&:ukread 1) = $ehr {550 { gote SEArt
fleft(sockread 41 = acho) { ‘xmrEraaﬂ I gn'rnn sTart }
(Nsockread = Smwll) [
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¢ olal-up adagrer E'EJ comnaction ATTeRpT! Sro=108.164.243.114, dst=104. 229.131. 120, sporT=1271, re=80,
! olal-up Afaprer COMMABCTI0N ATTEMPT ! Src=198.164.243.114, dsp=206.132.137.153, SporT=1272, ro=80.
olal-up adaprer COMMEcTion ATTARPT! Sro=198.164. 243114, dor=104.229.131 120, Sport=l271. ro=80.
olal-up adagrer Cormaction ATTEmpT ! Sro=108.164. 243114, dsv=206.132.137_153, sport=1272, ro=80.
Biall- up Adaprar 1 cormaction Artoampt: Sro=108 164243 114, dor=104.2239 131 8, sport=1274, dporc=-50.
olal-up adapter Connaction ATTempr: Sro=108.164.243 114, dot=206.132.137.153, sport=l269, dport=80.
Dial-up Adapter D] H'In-cmng owtgoing ub#: sro=198. LES. 243, 114 dsT=205. LEE. 252. ZN sport=1275, dpor =400
olal-up Adapter Conneciion ATTeRpr: src=198.164. 243,114, dst=206.132.137.152, Sport=l277, dpart=80.
Dial-up Adapter 1‘. 1 Connection ATtempt! sro=198. 164.2-13.11-1-. d:t-ZDG.l!I.l!-F.lSF. Spor el
al-ip Adapter 0] Blocking owtgoing UDF: sroe198. 164, 243,114, dste205.1B8.252. 204, sport=1375,
al-up Adapter 0] Blocking owtgodng UDF: sro=198. 164,243,114, dst=205.1B8.252.204, sport=1275, dporteddi]
al-ip Adapter a] Blocki owtgoing UDP: src-198. 164, 243,114, dst=205.188. 252,204, sport=1282, dport=400
al-lip Adapter 15] Commection Avtempt: src=198,1084.243.114, dst=206.132.137.15%6, sport=1283, cport=80.
#71_in checked v de, Oue 10 outgoing data
Dial-up Adapter I'IJEF' al B'In-:ldng outgoing UI}P‘ sreel98. 164, 243,114, dst=20%5. 1688, 252,204, sport=1284, dport=400
#72 in checked mode, due to outgoing dat
Dial-up Adspter 0 Il.rzFl 0] Blocking uq.rtqmnq l.lDF‘ sro=198. 164, 243,114, det=20% LB8, 252, 248, sport=1285, dport-400
T3 in checked due to outgoing data
Dial-up adapter 0 FCF' U] Blocking uutuninq UDF: sro=198.168, 243,114, dst=205, 188, 252, 246, 3port=1287, dpor =400
Td in checked made, w: to owtgoing data
al-up sdapter [DO0O0][Ref# 15]) Comection Attespt: Src=108, 164, 243,114, d9t=209, 67,4,186, sport=l2839, dport=80,
al-up Adapker Ref# 15 Curner.tiuﬂ Attempt Src=lOf, 164, 203,114, dste208,132. 136,161, sportel’?9d, dport=A0,
al-up adagter Refe 157 Cormection Atlempl: Sro=198, 164, 2-15. 114, d:-!.-zl}i' a5, 39 183, :pﬂrl-lz‘i!' dport=&0,
al-up sdagter ref# 151 Comection attespl sre=108,164, dan 186, spore=129&, daort=80,
PoDial-up adagrer LI 'I:E-d erlectluﬂ ALTERpL & £ ds'l.-?W 35 B'} lﬁ]. :wl 1.-12‘99 dport=&0,
: pial-up uiaour Rel# 1 cormection atTenpt; H =114, T=208, 132,196 161, sport=1300, dport=A0,
Pa: Dial-up ad -!J] “wlncking outgoing UDF: sroel98. 164, 241, :|1l dst--:-;]i 1.33 251, 246, sport=1301, dporr=d0(
#75 in ghed &ﬂ ks made, due 1o ouTgoing data
PE: Dial-up adagter Blodking outgoing upk: sPo=i98.164, 241,114, &T=205.188, 252, 246, sport=1302, dporre=d{(
#76 in checked mode, due To eurgoing data
7 opml pial-up adagmer refé O] slocking curgoing uor: sro=198.164, 243,114, SsT=305, 188, 252,204, sporT=1303, dpore=-a0(
#77 in checked mode, due To ourgoing data
! plal-up AfagUer ReT# 3] Blocking OUTOOING TOMP! SrC=207.179.184.133, dsre=224.0.0.7, Type 10.
t plal-up Adagter 3] Blocking cutgoing Towp: src=207.179.184.133, dst=224.0.0.2, Type 10.
! olal-up adaprer il elocking outgoing Jowe! srce2l7 17,184 133 dec-224.0.0.2, Type 10.
¢ olal-up Adaprer CHFacTion ATTeRpT! Sro=207.179.184 133, dET=209. 185,128, 1-15 sport=1306, dport=1863
: olal-up adagrer l'ij CoMMacTion ATTERpT! Src=207.179.184.133, dor=207.34.179.18, :p-nr'l:-!.!l:IF. dpor T=5667 .
: plall- up sdaprer 12] weaRNING: Incoming craffic: src=207.34. :I.?i\ 18, usr-!o?.l?!.lM.l!!. Spori=60&65, dpor
P Dlal-up adagter 0] Blocking outgoing upe: sro=207.170.184.133, dst=205.188.252.229, sport=1300, dporc=40(
#78 1n checkad . dug 1o pdrgoing data
: plall- up Adaprer mef# 15] Comaction ! sromI0T 179 184 133, doveZ?l6 33.151.7, sport=l317, dport=80.
1 Dlal-up Adaprer 1 Cormection ! osro=207.179.184.133, dste216.33,151.8, sport=1315, dport=80.
: pal Up Adapter 1] Comection ! Sro=207.179.184.133, dst=209.185.243.7, sport=1318, dport=443.
1 Dial-up Adapter Cormection {osrc=207 179,184,133, dst=209.185.131.251, sport=1321, dport=B0.
: pal-up Adapter Comection ! SromZ07. 179184133, dsteZ09.18%.130. 251, sport=1323, dport=80.
1 al-up Adapter | Commection 1 Sro=Z07 179,184,133, dst=207.46.168,.62, sport=1325, dport=20.
1 Mal-up Adapter 15} Commection 1 sroc=207. 184,133, dst=207.46, 188,45, sport=1327, dport==80.
: Dal-lup Adapter Commection 1 sre=207. 184,133, dst=204.71.191.249, sport=1329, dport-80.
i Mal-up Adapter Commection i osrce=207. 184,133, dst=208.132.79.21, sport=1332, dport==80.
; Dial-up Adapter | Connection P omro=20T. 184,133, dst=216.33,151.7, 5p-ort-13!l dport=80,
: Dial-Up Adapter Comection i o207, 184,133, dst=216, 33.151.8,
: Dial-up Adapter Ref Comection i osro=207, s d=t=19), 68, 95, 20, sport=1337
: Dial-up Adapter Commect ion i Arc=207.17 2 dst=19%, 68, 95, 31, 5pcrt-1339.
; Dial-up adapter Commect ion : . 2 dst=19%, 25, 89,17, sportel3al,
i Dial-up Adapter | Commection i o 179,184,133, ds G4, B8, 05, 20, sporte]340, E
i Dial-up sdapter Cormect ion PoArc=20F,179, 184,133, dete195, 68,99,1, iporte1343, dport=80,
i Dial-up adaprer 1 Cormection Posrc=Z07, 179,184,138, der=19%, 25, BB.JL sporte] e, g:r:-&u.
i Dial-up Adapter 15] Cormection POArCmE0T, 179, 184,108, dste=194, 68, 99, 20, Sport=1345, r e,
i Dial-up adagter 1 Commect jor PoArC=207, 179, 184, 158, dsv=195, 68, 29, 717, sport=1348, dporr=80.
f pial-up adagrer Comection ATTespt ! Sre=X07, 179, 184, 130, dsv=195, 68, 99, 20, sporu=1349, dport=A0,
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And then.

Ui ndows

m error has ooourred . To continoe

Press Enter to peturn to Windows, or

Pri CTAL LT BEL #o rost

art your computor
you will lose amy unsaved

If wou do this,
information in all open applications

Error: OF B16F BFFIRCID4

Press any key to cont inue
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ssons learned

Lack of time Lack of expertise and [lusion of security Lack of focus
resources




Lack of time

LACK OF SLEEP
ol
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LACK'OF SLEER.EVERYWHERE




Lack of expertise and resources

Security Expert with experience required!

I'M AN EXPERT-ON ALIENS
I installed this once!
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[llusion of security

]

[+ Wt a1 | - : 140 MILLION PEOPLE
| NAMES | DRIVERS LICENSE
SOCIAL SECURITY NUMBERS |
N BIRTHDATES | ADRESSES




Lack of focus

Optimization is good until it's too much.

STRATEGIC PLANNING ASSUMPTION

More than 95% of firewall breaches are caused by firewall misconfigurations, not firewall flaws.




Lack of time;

Long implementations

Change windows
Procedures

Today's challenges

Lack of expertise and
resources:

Hiring
Efficiency
Projects
Do it all.

Mlusion of security:

MNew technologies
IOT

Shadow IT

New everything
Cloud

Mobility

Lack of focus:
C-Levels!
Where do we focus

what we have to
get the most benefit




Rather than.

Staying proactive and planning months or years in advance.

TOO SOON? *

-

ra -
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r BETTER THANJALKING
ABOUT ITTOO LATE.




We know...

Verizon investigation report states:
YoY threats went up 40%
IDC Spending:

YoY growth of 9%

Yet, efficiency of IT Security went down!




The problem is getting worse

50% of reported breaches could not estimate # of records
16% of all breaches reported were of financial access

4% of breaches were encrypted data

40% increase over previous 6 months

| HAVENT DONE YET




Breach statistics in financials NA
2016 (Gemalto)

3.04 million records per day
126 936 records per hour
2116 records per minute!

DOLLAR DOLLAR BILLS Y'ALL




Education is key!

75% of execs think they are invicible

4 out of 5 are confident in their systems

17% would invest in cybersecurity training
28% would invest in mitigating financial losses

(Data from Accenture)




What happend?

Where did the 9% go?

Policy enforcement

Care and feeding

Continuity of evidence challenge
Best of breeds!
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TOTHECLOUD!




[t's hard, sometimes, when
nothing's stopping you, to
know what's stopping you.







whatyoumean..
F'Z\

o

4

iLhas heen hacked!




Kevin the
roof is
leaking!

Focus on incident response? Pretend it isn't happening?

26.



ARCHITECTURE A

:qm:unon, ATTACK DETECTION FOCUS ON PREVENTION SINGLE VENDOR,
AND MITIGATION . - et .

Firewall
ion (AV, IPS)
Techhology B 1
Advanced Th rea"& revention

Technology C

= H [h-tr\.[un:ulr_i
- . F— .F Remediation

27.



ARCHITECTURE A § X ARCHITECTURE B
I-'VENDOR, ATTACK DETECTION / ___I’!R_'ur G.aSINl_-,ﬁ-'NDUR;/.;. f
AND MITIGATION ¢ EDARGHITEGIUR b/

l‘_

——

Firewall

Average 40 days to Average i, days to
identify the attack identify the attack

Cost of remediation: Cost of remediation:

$667,500 55,300

28.
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STRATEGY

#1 #2 #3 #4

Rﬂﬂ Sandbl:mt& Mobili VSEC

Exu'a.ctlm

V INFINITY

30.



#1 - R80 Platform

Dynamic delivery of services and applications

Security policy changes and adapts to application owner based on tags
Scoped policy ensures application owners can enly affect changes within defined rules




#2 - Sandblast &
Threat Extraction

Pass known good
Proactively sanitize threats using unique approach
Provide unified policy management across entire architecture




#3 - Mobility

Address proactively threats that may exist in the mobile space

Fill security gaps left by traditional MDM solutions




#4 - vSEC

Private cloud security
Public cloud security
Dynamic and adaptive security across platforms and architectures
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