
February 14, 2024 
 

 
 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware that HPE published security advisories to 
address vulnerabilities in the following products: 

• HPE ProLiant DL, DX and XL servers – multiple versions and models 

 
Technical Details 
HPE has made the following software updates to resolve these vulnerabilities in certain HPE ProLiant 
Server BIOS. 

• Gen11 BIOS Version 1.58_01_04_2024 or later 
• Gen10 and Gen10 Plus BIOS Version 3.00_01_26_2024 or later 

 
These vulnerabilities are rated as an overall High Severity. 
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed at your next change window.  

Please notify VRM with any questions or concerns you may have.  
 

References 

• CVE-2023-20577 CVE-2023-20587 CVE-2023-45229 CVE-2023-45230 CVE-2023-45231 CVE-2023-
45232 CVE-2023-45233 CVE-2023-45234 CVE-2023-45235 CVE-2023-45236 CVE-2023-45237 

• HPE Security Bulletin - hpesbhf04591en_us 
• HPE Security Bulletin - hpesbhf04594en_us 
• HPE Security Bulletins 
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