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wikipedia...

An insider threat is a malicious threat to an organization that 
comes from people within the organization, such as employees, 
former employees, contractors or business associates, who have 
inside information concerning the organization's security 
practices, data and computer systems. The threat may involve 
fraud, the theft of confidential or commercially valuable 
information, the theft of intellectual property, or the sabotage of 
computer systems.



What does Hollywood say?

IP Theft?

Sabotage
Fraud?Whistleblower?

Espionage?



Through Kaspersky Lab’s involvement in the incident response, researchers discovered that in 
each case the corporate network was breached through an unknown device, controlled by 
the attackers, which had been smuggled into a company building and connected to the 
network.

The attackers used three types of devices: a laptop, a Raspberry Pi (a single-board computer 
size of a credit card) or a Bash Bunny (a specially designed tool for automating and 
conducting USB attacks), equipped with a GPRS, 3G- or LTE- modem that allowed the 
attackers to penetrate remotely the corporate network of the financial organization.

Say it isn't so...

https://usa.kaspersky.com/about/press-releases/2018_darkvishnya-new-series-of-unprecedented-cyber-robberies-in-eastern-europe



Pictures are worth a thousand words...





Just the Facts...



In the News!

https://news.softpedia.com/news/Terminated-Employee-Hacked-His-Way-Back-In-102053.shtml
https://www.techspot.com/news/68753-rogue-system-administrator-shuts-down-servers-deletes-core.html

https://www.infopackets.com/news/8404/disgruntled-employee-hacks-boss-network-arrested



In the News!



Story from outside the cubical...



https://www.inquisitr.com/4954984/reassigned-tesla-employee-hacks-into-company-operating-system-in-anger-but-claims-he-is-a-whistleblower/

In the News!



Good News!



Honorable Mention insider threat!

A security check on a US company has reportedly revealed one of its staff was outsourcing his work to China.  The 
software developer, in his 40s, is thought to have spent his workdays surfing the web, watching cat videos on YouTube 
and browsing Reddit and eBay.  He reportedly paid just a fifth of his six-figure salary to a company based in Shenyang 
to do his job.

"Authentication was no problem. He physically FedExed his RSA [security] token to China so that the third-party contractor could
log-in under his credentials during the workday. It would appear that he was working an average nine-to-five work day," he added.

"Evidence even suggested he had the same scam going across multiple companies in the area. All told, it looked like he earned
several hundred thousand dollars a year, and only had to pay the Chinese consulting firm about $50,000 (£31,270) annually."

https://www.bbc.com/news/technology-21043693



WTF!

https://www.businessinsider.com/uber-vs-waymo-how-google-figured-out-secrets-2018-2



The best insider threat!



According to a new study 91% of IT and security professionals feel 
vulnerable to insider threats, and 75% believe the biggest risks lie in cloud 
applications like popular file storage and email solutions including Google 
Drive, Gmail and Dropbox.

The report from SaaS operations management specialist BetterCloud also 
shows 62 percent of respondents believe the biggest security threat 
comes from the well-meaning but negligent end user.

https://betanews.com/2019/03/20/insider-threats-biggest-risk/

Stats...



Stats...

Code42 2019 Global Data Exposure Report Finds 69% of Security 
Leaders Say Data Loss Prevention Cannot Stop Insider Threat

https://www.darkreading.com/attacks-breaches/code42-2019-global-data-exposure-report-finds-69--of-security-leaders-say-data-loss-prevention-cannot-stop-insider-threat/d/d-id/1335994

Over two-thirds (69%) of organizations say they were breached due to an insider 
threat and confirm they had a prevention solution in place at the time of the breach.

Over three-quarters (78%) of information security leaders – including those with 
traditional data loss prevention (DLP) – believe that prevention strategies and 
solutions are not enough to stop insider threat.



What are we missing?

Insufficient data protection strategies and solutions

Increasing number of devices with access to sensitive data

Proliferation of sensitive data moving outside the firewall on mobile devices

More employees, contractors, partners accessing the network

Greater complexity of technology

Increasing use of cloud apps and infrastructure

http://haystax.com/wp-content/uploads/2017/03/Insider_Threat_Report_2017_Haystax_FINAL.pdf



For 2018 the ITRC reported 1,244 breaches

As of Oct 10, 2019 there have been 1,152 reported breaches

https://www.idtheftcenter.org/wp-content/uploads/2019/10/2019-September-Data-Breach-Package-1.pdf



Dave's

10. Treat your network as a hostile environment, always assume breached

9. Nobody is immune to malware infection so have your post breach strategy ready

8. Don't forget about the insider threat

7. Always do #2

6. Know your network



Dave's

5.  Log everything / Have Unfiltered data

4. Train your Security staff

3. Security awareness for everyone

2. Patch, Patch, & Patch...

1. Ryan Reynolds was not available

Refer back to #7
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Thank You
Please email any questions to dbalcar@vmware.com
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