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Security career 
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What is a  

security professional? 
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A strategic thinker able to interpret 

the changing threat landscape, 

understand the implications of 

changing technology, and enable 

the business to achieve it’s goals. 
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What is a  

security professional not? 



8 



9 

What does a  

security professional do? 
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CISO Mind Map: Overview of the responsibilities and ever 

expanding role of the CISO 
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What are employers looking 

for? 
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Employers are looking for 

• Passion  

 

• Demonstrated interest  

 (informed on current events & trends) 

 

• Practical experience  

 (implementing and configuring security tools – home lab) 

 

• Security Certifications 
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How can you gain security 

skills and demonstrate your 

abilities? 
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Be informed on current events & trends 

Websites / Blogs 

– OCIO Security News Digest  

– threatpost.com 

– securityweekly.com 

– Reddit ( /r/netsec & /r/AskNetsec/ ) 

– krebsonsecurity.com 

– darkreading.com 

 

Training 

– formal classroom-based (eg. SANS)  

– online courses, webcasts 

• opensecuritytraining.info 

• cybrary.it 

• coursera.org 

 
 

Read something 

security-related 

every day! 

Get familiar with the basics 

– risk 

– security awareness 

– secure coding and systems 

– networking 
 



Review this article as it captures the main principles of security. 
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Be informed on current events & trends 

Social media 

– LinkedIn  

– Facebook 

– Twitter 

– YouTube 
 

Groups & meetups 

– Victoria Cyber Security Hackers Group 
 (http://www.meetup.com/Victoria-Cyber-Security/) 

– ISACA Student Membership 
 

Videos & Conferences 

– DEFCON 

– BlackHat  

– Security B-Sides 

  

– Privacy & Security Conference (Victoria) 

– CanSecWest 

– RSA Conference 
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Job experience 

Co-op   

Shadowing / On-loan  

Mentoring  

Internship  

Leadership Development Program  

Volunteer  
         : 

         : 

Get involved! 



CSX:F Cybersecurity Fundamentals Certificate 

CISSP Certified Information Security Professional 

C|EH Certified Ethical Hacker 

CISA Certified Information Systems Auditor  

CISM Certified Information Security Manager 

PCI QSA PCI Qualified Security Assessor 

CCSP Certified Cloud Security Professional 

GSEC GIAC Security Essentials  

Security+ CompTIA Security+ 

LPT Licensed Penetration Tester 

 

 

Security certifications  

Security+ is good for beginners and CISSP/CISM/CISA are most requested by employers 



Education  

 

• while there are diplomas and masters programs there is 

presently no 4 year undergraduate degree in 

cybersecurity 

• while many security professionals have education in 

computer science or engineering it is a popular 

misconception that this is a requirement for all roles 

• for many IT focused roles it is certainly easier if you meet 

these requirements 

• for other roles psychology, criminology, or business may 

be equally relevant educational programs  

Security professionals come from all walks of life 



Background 

 

• consider what existing security professionals share in 

common… 

• many have gathered significant experience across a 

variety of roles 

• effective security professionals are well-versed in a 

variety of areas 

• some have many years on a helpdesk familiarizing with 

a variety of problems and their solutions 

• many have the ‘hacker mindset’ – continual curiousity 

and tendency to use things in ways they weren’t 

intended 

 



Background 

 

• successful security professionals will value 

confidentiality, integrity, and availability (CIA) 

• a strong sense of doing the right thing and leading by 

example 

• historically security professionals were seen as wanting 

to secure everything to ‘Fort Knox’ levels  

• presently security professionals will adopt a risk-based 

approach balancing with business needs 

 

Take the first step… get educated… get involved… 


