
 
 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware of a vulnerability in the 3rd party AV  
uninstaller module contained in Trend Micro Apex One (on-prem and SaaS), Worry-Free Business  
Security and Worry-Free Business Security Services. 
 

Technical Details 
Exploitation could allow an attacker to manipulate the module to execute arbitrary commands on an  
affected installation.  
 
Note: An attacker must first obtain administrative console access on the target system to exploit this 
vulnerability.  
 
This vulnerability is rated as a High Severity. 
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed at your next change window.  
 
Please notify VRM with any questions or concerns you may have.  
 

References 
• CVE-2023-41179 

• https://jvn.jp/en/vu/JVNVU90967486/ 

• https://success.trendmicro.com/jp/solution/000294706 

• https://success.trendmicro.com/solution/000294994 
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