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This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware that Atlassian published security
advisories to address vulnerabilities in the following products:
¢ Bamboo Data Center — multiple versions
e Bamboo Server — multiple versions
e Bitbucket Data Center — multiple versions
e Bitbucket Server — multiple versions
e Confluence Data Center — multiple versions
e Confluence Server — multiple versions
e lJira Service Management Data Center — multiple versions
e lJira Service Management Server — multiple versions
e lJira Software Data Center — multiple versions
e lJira Software Server — multiple versions

Technical Details

The vulnerabilities reported in this Security Bulletin include 7 high-severity vulnerabilities which have
been fixed in new versions of our products, released in the last month. These vulnerabilities are
discovered via our Bug Bounty program, pen-testing processes, and third-party library scans.

To fix all the vulnerabilities impacting your product(s), Atlassian recommends patching your instances to
the latest version or one of the Fixed Versions for each product below. The listed Fixed Versions for each
product are current as of April 16, 2024 (date of publication); visit the linked product Release Notes for
the most up-to-date versions.

These vulnerabilities are rated as an overall High Severity.

Recommended Action

e Investigate how your area of responsibility is affected.

e Notify business owner(s) as required.

e Ensure mitigation is performed at your next change window.
Please notify VRM with any questions or concerns you may have.
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