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Overall Rating - High
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This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware HPE has published security bulletins to
address vulnerabilities in the following products:

e ArubaOS 10.4.x.x: 10.4.0.1 and below
e Aruba0S 8.11.x.x: 8.11.1.0 and below
e ArubaOSs 8.10.x.x: 8.10.0.6 and below
o ArubaOSs 8.6.x.x: 8.6.0.21 and below

Technical Details
Vulnerabilities exist in the BIOS implementation of Aruba 9200 and 9000 Series Controllers and
Gateways that could allow an attacker to execute arbitrary code early in the boot sequence. An
attacker could exploit this vulnerability to gain access to and change underlying sensitive
information in the affected controller leading to complete system compromise.

These vulnerabilities are rated as an overall High Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.
References

e CVE-2023-38484, CVE-2023-38485, CVE-2023-38486
o HPE Security Bulletin - hpesbnw04535en_us

Please note that we will be transitioning to a new site on August 31, 2023, where we will post the vulnerability reports.

You will be able to find all the reports that we have published as well as all future reports here: Cybersecurity Alerts
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