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Data is the new oil 
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2 3 
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1 https://www.fool.com/investing/2017/05/03/conocophillips-stock-drops-on-adjusted-q1-2017-los.aspx 

2 https://www.chevron.com/-/media/chevron/stories/documents/1Q17-earnings-press-release.pdf 

3 http://news.exxonmobil.com/press-release/exxonmobil-earns-4-billion-during-first-quarter-2017 

4 https://www.economist.com/news/leaders/21721656-data-economy-demands-new-approach-antitrust-rules-worlds-most-valuable-

resource 

5 6 

5 GM Market Cap: 64.49B 

https://finance.google.com/finance?q=NYSE%3AGM&ei=QyvyWfmQF8uNePGKuvAM 

6 Tesla market cap: 54.46B https://finance.google.com/finance?q=NASDAQ:TSLA 

7 Source: https://www.cia.gov/library/publications/the-world-factbook/rankorder/2119rank.html 

8 source for social media users: https://www.statista.com/statistics/272014/global-social-networks-

ranked-by-number-of-users/ 
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There is explosive data growth across multiple platforms 

Structured data 

Big 

Data 

Unstructured data 

Cloud 

Service 

 
1 Elastica Shadow Data Report IDC 

 

60%  
Growth in cloud 

documents 1 26%  
Annual increase 

in big data2  

22.4%  
Annual increase 

in structured 

data2 

42.5%  
Annual increase 

in unstructured 

data2   
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How does your executive team make decisions about data-related 

business risk? 

Where is your critical data? 

Are the crown jewels classified and protected? 

Where does this critical data reside? 

Who can access your data? 

Who are the owners of sensitive data? 

Data security is an ongoing process 

How do these metrics change over time? How 

current is my information? 

What to lock down? 

What is the flow of sensitive data across the 

organization? 

What applications and processes access and use 

them?  

Compliance-driven strategy 

What compliance issues do we have and 

remediation action items? 

Where to start? 

Which lines of business have the highest risk? 

06/15/2017 

Shared responsibility 

How does your Chief Risk Officer communicate 

with your security teams? 

Who makes decisions about data protection? 
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What point solutions are in place?  

What information do they share? 

Data Loss 

Prevention  

(DLP) 

Application 

Security  

Cloud 

Access  

Security 

 Brokers  

(CASB)  

Database 

Security  

The C-Suite 
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Critical Data 

Monitoring 

Vulnerabilities 

Business  

Context 

 
Data Activity Aggregation and 
Monitoring 

 
Business processes, lines of 
business,  applications, data 
owners, data locations 

Discover vulnerabilities 

  

 
Discover critical data (PII, 
PCI, HIPAA, crown jewels 
M&A etc.) 

RISK 

INDEX 

Low 

Moderate 

High 

Remediation 

Address alerts and 

vulnerabilities. 

Define action plans 

Required: An Integrated Platform for Data Risk Management 



ibm.com/security 

securityintelligence.com 

xforce.ibmcloud.com 

@ibmsecurity 

youtube/user/ibmsecuritysolutions 

FOLLOW US ON: 

THANK YOU 
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your 

enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. 

No IT system or product  should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, 

products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products 

or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party. 


