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ADAPTING TO AN EVOLVING THREAT LANDSCAPE WHILE PROTECTING PATIENT
SAFETY, SECURITY, AND PRIVACY
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Why biochemistry
Secret cyborg army
Pure software and embedded software
StarFish Medical 4.5 years
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Iot Review
Internet of medical things
Benefits and risks 
How to make things better


|OT = INTERNET OF THINGS
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Whether you’ve never heard of IoT…
All the rage
Iot stands for internet of things
Gizmos and gadgets
Surreal when you think about it
20 or 10 years ago
If toasters needed IP addresses


VISUAL SYSTEM: CCD 517.3

ARTIFICIAL INTELLIGENCE
SYSTEM: K177

MALCHINE IDENT:
TALKIE TOASTER

MANUFACTURER:
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RECOMMENDED
RETAILPRICE: $S€19.99
PLUS TAXI

SCI-FI TOASTER
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-l ove this guy
Favourite sci fi show Red Dwarf
Chirpy toaster, charming small talk 
Endearing character
Never occurred
A Quick online search for smart toaster
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Just connect to wifi
Download app
Finely tune toasting preferences 
But that’s not all
This connected toaster
Sync with connected mirror
Get an alert when your toast is done 
Brushing teeth
Yes these days.. putting the internet into all of the things
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Smart watches that track location
Heart rate
How active you are
How much sleep you get
Tell you when you get text, email or phone call
Find your phone
Tell the time
Smart light bulbs change colour, time of day or control with phone 
Clap on clap off
Turn off lights from sofa without scaring dog
Smart thermostats, may already have them
Save environment and save you money
Configure to turn on right before you get home


|OT = INTERNET OF THINGS


Presenter
Presentation Notes
Smart phones, smart watches
Lights, thermostats, toasters
Refigerators, laundry machines, dishwashers, doorbells
Smart blinds, printers TVs
Why not network…Fully connected smart home
All personal IOT devices integrated communicate together
And while we’re at it
control the ecosystem
Smart personal assistant
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Have you seen these
Speaker and assistant in one
Want the dishwasher or lights
Simply command assistant
Control smart home without lifting a finger
Access to entire network of sensors
Respond to voice 
Speakers listening and processing every word
Totally not creepy at all
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Totally not creepy at all


IOMT = INTERNET OF MEDICAL THINGS
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In a world where IoT
Permeate every industry
No surprise increased connectivity
Into clinical Iot and medical devices
Why not? <pause>
Bringing Internet of medical things into health care opens up
For patients, healthcare providers and device manufactueres



IOMT: THE
BENEFITS
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Just like smart homes and smart cities
Whole connected ecosystem
Personal connected devices 
Fully connected hospitals and operating rooms
For example
Heart rate monitor with EKG
<Beep beep beep>
somebody had to be in the room.. Cardiac arrest
With IoT healthcare providers 
Monitor vital signs remotely
Reduce alert fatigue – cacophony of sounds
Respond quickly and effectively when critical event
Or how about keeping track of inventory?
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Sensors connected to IVs or other drug infusions systems
When drip is low
Same system keep track of hospital supply
Administrators get an alert, when low on saline
Take another step further
Instead of alert, configure system to automatically
But the internet of medical things doesn’t just end at the hospital
Just like iot, put tiny computers into any medical thing
2012 verily life sciences biometric contact lens
Elon musk… dude
Neuralink developing implantable brain-machine interfaces
That’s an Iot device meant to be implanted in your brain
Sicence fiction and realty
Many iot devices around for years
Big difference, Improving paitent outcomes


|IOMT: THE BENEFITS

INSULIN DRUG INFUSION IMPLANTS/
PUMPS PUMPS PACEMAKERS
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Glucose monitoring and insulin pumps
Anybody with diabetes
Glucose is the primary way the body
Insulin is the hormone 
Every cell uses glucose for fuel… constant supply 
Energy important BUT too much toxic, too little organs
Goldilocks and the three bears
Too much glucose bad, too little bad… just riht
Ingest glucose load, donut
Glucose rises and pancreas releases insulin
Really tricky, too much… too little
Luckily most healthy people -> glucose sensing and insulin delivery
Diabetics do manually
blood sample by pricking finger, measure, manually does
Really hard to get right, pain in the finger
With medical IoT now connected glucose monitoring.,,… and insulin delivery
Of course you guessed it, connect them together to do both
Have huge impact for patients and quality of life
Not having to stab yourself, stress about math, 
Relief of parents with diabetic children… can sleep better at night
Another advancement is pacemaker
Device sends electric pulses to heart to keep beating
Battery operated 1950s, by 90s putting computers intisde
Today fully connected with wireless remote monitoring
Real time access to patient heart… comfort of home
Web portals and connect to smartphones
This rise of IoT and integrations of int of med revolutionalize healthcare,
But as opportuntieis for tech advancement grow, opp for exploitation





IOMT: THE RISKS

SECURITY

PRIVACY SAFETY
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Just like other IoT devices, traditional --> connected medical devices vulnerable
Just small computers and sensors  networked
Similar to traditional , only as strong as weakest
NASA deep space network compromised through Rasp pi
Sounds delicious SBC used for iot or med iot applications
Brought into network, vulnerabilities used to gain access to rest of network
Gain access to confidential info, mars mission data, Six months before discovery
Single point of failure among smarest tech savvy
Imagine bringing connected IOT into healthcare network
Already struggling latest security, user training
Understafing, doctors and nurses overtime no sleep
Emergenies and fires, tough to think about software & device  immidate life threatening emergencies
Meanwhile benefits of IoT so adventagous
Dependence on tech growing faster than our capacity to secure it?
Even without IoT vuln, patient records and healthcare fac vuln
May 2017 wanacry windows
200000 computers 150 countries, national health service hospitals
70,000 clinical madn medical devices: computers, MRI OR equip
Adding IoT simple adds more ways into the networks
So wait, if adding creates more ways to be attacked….and if internet of medical things means
That’s scary
Need security in clinical iot to protect privacy and safety
Let’s talk about that – worst case scenario?
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What if private medical records stolen
Include most intaimte details
Physical mental health, social behaviour, relationships, sexual orientation, financial status
When personal info disclosed … stigma, embarrassment discrim
Disclosre may lead to life in jeapoardy
What if access to life-sustaining.supporting devices like
Control of pacemaker … 
Remmeber blood glucose
Control of pump could … release excess insulin
Murder you in sleep
Scary and risks are real, but good news..



No harm from
vulnerabllities

GOOD NEWS
Adverse events from 3
software
BAD NEWS

Demonstrated

Exploitation
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Good news is that…
But people have died from software
Infamous therac-25, comp controlled radiation machine cancer treatment
Software and engineering errors, delivered overdosses radiation, perm injury and death
Also know iot med vuln can be compromised remotely



Jay Radcliffe Marie Moe
@jradcliffe02 @MarieGMoe
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Jay Radcliffe medical device researcher and diabetic
Advocating for patient safety and security
2011 dongle demonstrated remote access to control insulin pump 
Marie Moe research scientist and engineer with background in cryptography.
Infosec prof for years, life event, needed pacemaker
Surprised to find her won device had two wirelessly accessible interfaces
Engineering design flaw  life threatening device malfunction
Travels internationally advocating patient safety, sharing how she hacker her heart
So it’s great no one harmed yet, software can kill, remote exploits possible
What should we do?
If adding IOT into stuff increases risk? Should/can we prevent IoMT?
No, too late
Good thing because of benefits
Risks are real and tech changing fast hard to keep up 
We need to adapt to evolving threat landscape
Work together to make it better
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SECURITY INTERNATIONAL STANDARDS &
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M AK| N G |'|' RESEARCHERS GROUPS BODIES
BETTER

DEVICE HEALTHCARE PATIENTS & PEOPLE
MANUFACTURERS PROVIDERS LIKE YOU!
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People from around the world coming together to make possible
We already talked about security like Jay and Marie
Also international advocacy groups like OWASP and I am the cavlary


I Am The Cavalry

A Hippocratic Oath For Connected Medical Devices
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Cavalry  where security intersect public safety
safety-critical systems, med industry
Hippocratic oath, “first do no harm”
Hippocratic oath for connected medial devices, spirit in modern
Not just for physicians, but researchers, patients, government, device mafactuers, anybody who touches the industry
Engineer  sw for med dev I’ve taken
Also standards and regulatory bodies such as FDA, NIST and IEEE
FDA releasing updates for guidances medical device security 
NIST wireless infusion pumps
IEEE is working on standards 
P2733 working group… Standard for Clinical IoT Data and Device interoperability with trust, identity, privacy, protection, safety, and security
200 collaborators from all over the world
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Security reserachers professionals, advocacy groups, standards organiztaions, device manufactueres and health care providors 
Collaborating
Also need patients and people like you
Speak up and ask questions
Ask doctors about privacy and security of devices
Go directly to device manufacturers 
Everyone a patient with healthcare
Need to work together to make clinical iot safe



MAKING IT BETTER

loMT Is Here
A Emerging Benefits and Evolving Risk

A\ Adapt to Threat Landscape

',,,f“ Work together to prevent harm
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Internet of medical things is already here
Advancements revolutioninzing healthcare
Patient outcomes
Increased connectivitiy increased risk
Threat landscape evolving
Evolve with it
Good news  no one harmed
If we all work together no one ever will be
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