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Why biochemistrySecret cyborg armyPure software and embedded softwareStarFish Medical 4.5 years
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Iot ReviewInternet of medical thingsBenefits and risks How to make things better
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Whether you’ve never heard of IoT…All the rageIot stands for internet of thingsGizmos and gadgetsSurreal when you think about it20 or 10 years agoIf toasters needed IP addresses
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-l ove this guyFavourite sci fi show Red DwarfChirpy toaster, charming small talk Endearing characterNever occurredA Quick online search for smart toaster



techcrunch.com
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Just connect to wifiDownload appFinely tune toasting preferences But that’s not allThis connected toasterSync with connected mirrorGet an alert when your toast is done Brushing teethYes these days.. putting the internet into all of the things
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Smart watches that track locationHeart rateHow active you areHow much sleep you getTell you when you get text, email or phone callFind your phoneTell the timeSmart light bulbs change colour, time of day or control with phone Clap on clap offTurn off lights from sofa without scaring dogSmart thermostats, may already have themSave environment and save you moneyConfigure to turn on right before you get home
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Smart phones, smart watchesLights, thermostats, toastersRefigerators, laundry machines, dishwashers, doorbellsSmart blinds, printers TVsWhy not network…Fully connected smart homeAll personal IOT devices integrated communicate togetherAnd while we’re at itcontrol the ecosystemSmart personal assistant
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Have you seen theseSpeaker and assistant in oneWant the dishwasher or lightsSimply command assistantControl smart home without lifting a fingerAccess to entire network of sensorsRespond to voice Speakers listening and processing every wordTotally not creepy at all
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Totally not creepy at all
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In a world where IoTPermeate every industryNo surprise increased connectivityInto clinical Iot and medical devicesWhy not? <pause>Bringing Internet of medical things into health care opens upFor patients, healthcare providers and device manufactueres
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Just like smart homes and smart citiesWhole connected ecosystemPersonal connected devices Fully connected hospitals and operating roomsFor exampleHeart rate monitor with EKG<Beep beep beep>somebody had to be in the room.. Cardiac arrestWith IoT healthcare providers Monitor vital signs remotelyReduce alert fatigue – cacophony of soundsRespond quickly and effectively when critical eventOr how about keeping track of inventory?
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Sensors connected to IVs or other drug infusions systemsWhen drip is lowSame system keep track of hospital supplyAdministrators get an alert, when low on salineTake another step furtherInstead of alert, configure system to automaticallyBut the internet of medical things doesn’t just end at the hospitalJust like iot, put tiny computers into any medical thing2012 verily life sciences biometric contact lensElon musk… dudeNeuralink developing implantable brain-machine interfacesThat’s an Iot device meant to be implanted in your brainSicence fiction and realtyMany iot devices around for yearsBig difference, Improving paitent outcomes
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Glucose monitoring and insulin pumpsAnybody with diabetesGlucose is the primary way the bodyInsulin is the hormone Every cell uses glucose for fuel… constant supply Energy important BUT too much toxic, too little organsGoldilocks and the three bearsToo much glucose bad, too little bad… just rihtIngest glucose load, donutGlucose rises and pancreas releases insulinReally tricky, too much… too littleLuckily most healthy people -> glucose sensing and insulin deliveryDiabetics do manuallyblood sample by pricking finger, measure, manually doesReally hard to get right, pain in the fingerWith medical IoT now connected glucose monitoring.,,… and insulin deliveryOf course you guessed it, connect them together to do bothHave huge impact for patients and quality of lifeNot having to stab yourself, stress about math, Relief of parents with diabetic children… can sleep better at nightAnother advancement is pacemakerDevice sends electric pulses to heart to keep beatingBattery operated 1950s, by 90s putting computers intisdeToday fully connected with wireless remote monitoringReal time access to patient heart… comfort of homeWeb portals and connect to smartphonesThis rise of IoT and integrations of int of med revolutionalize healthcare,But as opportuntieis for tech advancement grow, opp for exploitation
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Just like other IoT devices, traditional --> connected medical devices vulnerableJust small computers and sensors  networkedSimilar to traditional , only as strong as weakestNASA deep space network compromised through Rasp piSounds delicious SBC used for iot or med iot applicationsBrought into network, vulnerabilities used to gain access to rest of networkGain access to confidential info, mars mission data, Six months before discoverySingle point of failure among smarest tech savvyImagine bringing connected IOT into healthcare networkAlready struggling latest security, user trainingUnderstafing, doctors and nurses overtime no sleepEmergenies and fires, tough to think about software & device  immidate life threatening emergenciesMeanwhile benefits of IoT so adventagousDependence on tech growing faster than our capacity to secure it?Even without IoT vuln, patient records and healthcare fac vulnMay 2017 wanacry windows200000 computers 150 countries, national health service hospitals70,000 clinical madn medical devices: computers, MRI OR equipAdding IoT simple adds more ways into the networksSo wait, if adding creates more ways to be attacked….and if internet of medical things meansThat’s scaryNeed security in clinical iot to protect privacy and safetyLet’s talk about that – worst case scenario?
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What if private medical records stolenInclude most intaimte detailsPhysical mental health, social behaviour, relationships, sexual orientation, financial statusWhen personal info disclosed … stigma, embarrassment discrimDisclosre may lead to life in jeapoardyWhat if access to life-sustaining.supporting devices likeControl of pacemaker … Remmeber blood glucoseControl of pump could … release excess insulinMurder you in sleepScary and risks are real, but good news..
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Good news is that…But people have died from softwareInfamous therac-25, comp controlled radiation machine cancer treatmentSoftware and engineering errors, delivered overdosses radiation, perm injury and deathAlso know iot med vuln can be compromised remotely
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Jay Radcliffe medical device researcher and diabeticAdvocating for patient safety and security2011 dongle demonstrated remote access to control insulin pump Marie Moe research scientist and engineer with background in cryptography.Infosec prof for years, life event, needed pacemakerSurprised to find her won device had two wirelessly accessible interfacesEngineering design flaw  life threatening device malfunctionTravels internationally advocating patient safety, sharing how she hacker her heartSo it’s great no one harmed yet, software can kill, remote exploits possibleWhat should we do?If adding IOT into stuff increases risk? Should/can we prevent IoMT?No, too lateGood thing because of benefitsRisks are real and tech changing fast hard to keep up We need to adapt to evolving threat landscapeWork together to make it better
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People from around the world coming together to make possibleWe already talked about security like Jay and MarieAlso international advocacy groups like OWASP and I am the cavlary
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Cavalry  where security intersect public safetysafety-critical systems, med industryHippocratic oath, “first do no harm”Hippocratic oath for connected medial devices, spirit in modernNot just for physicians, but researchers, patients, government, device mafactuers, anybody who touches the industryEngineer  sw for med dev I’ve takenAlso standards and regulatory bodies such as FDA, NIST and IEEEFDA releasing updates for guidances medical device security NIST wireless infusion pumpsIEEE is working on standards P2733 working group… Standard for Clinical IoT Data and Device interoperability with trust, identity, privacy, protection, safety, and security200 collaborators from all over the world
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Security reserachers professionals, advocacy groups, standards organiztaions, device manufactueres and health care providors CollaboratingAlso need patients and people like youSpeak up and ask questionsAsk doctors about privacy and security of devicesGo directly to device manufacturers Everyone a patient with healthcareNeed to work together to make clinical iot safe



IoMT Is Here

Emerging Benefits and Evolving Risk

Adapt to Threat Landscape

Work together to prevent harm
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Internet of medical things is already hereAdvancements revolutioninzing healthcarePatient outcomesIncreased connectivitiy increased riskThreat landscape evolvingEvolve with itGood news  no one harmedIf we all work together no one ever will be
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