Overall Rating - Critical

BRITISH
COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware an authentication bypass vulnerability
exists in lvanti Endpoint Manager Mobile. Affects Ivanti Endpoint Manager Mobile through 11.10.

Technical Details

Successful exploitation of this vulnerability would allow remote attackers to gain unauthorized access
into the affected system.

This vulnerability is rated as a Critical Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed as soon as possible.

Please notify VRM with any questions or concerns you may have.

References

e (CVE-2023-35078, CVE-2023-35082

e (CVE-2023-35082 — Remote Unauthenticated APl Access Vulnerability

e https://forums.ivanti.com/s/article/CVE-2023-35078-Remote-unauthenticated-APl-access-
vulnerability

e https://forums.ivanti.com/s/article/KB-Remote-unauthenticated-APIl-access-vulnerability-CVE-
2023-35078

e https://www.cisa.gov/news-events/alerts/2023/07/24/ivanti-releases-security-updates-
endpoint-manager-mobile-epmm-cve-2023-35078

e https://www.ivanti.com/blog/cve-2023-35078-new-ivanti-epmm-vulnerability
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