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Talent Shortage
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cybersecurity

unemployment in BC




https://www2.gov.bc.ca/assets/gov/british-columbians-our-governments/services-policies-for-
government/information-management-technology/information-security/information-security-
awareness/careers_in_cybersecurity.pdf

Security career

https://en.wikipedia.org/wiki/Information_security

WIKIPEDIA Review this article as it captures the main principles of security. Read Edit View histor
The Free Encyclopedia
Information security
From Wikips he free er pedia
Information security. sometimes shortened to InfoSec. is the practice of defending information from unauthorized access, use. disclosure, disruption, modification
inspection, recording or destruction
Overview |t

IT security




Career in Security

Visit our webpage

and jumpstart your

security career...

https://www2.gov.bc.ca/gov/content/governments/
services-for-government/information-management-
technology/information-security/professional-
development/jump-start-your-security-career

BRITISH
COLUMBIA

Home > British Columbians & Our Governments > Services & Policies for Government > Information Management & Technology > Information Security >

Professional Development >

* Privacy & Personal Information
¥ Information Security
" Professional Development

Communication for IT
Professionals

Information Security
Classification

" Awareness
" Defensible Security

Cyber Security Alerts &
Notifications

Information Incidents

" Security Threat and Risk
Assessment

Security News Digest

Provincial Security Advisory
Council

Cyber Security Incident
Response Process

* Records Management
* Access to Information

Data Centre, Managed Hosting
& Cloud

* IM/AIT Capital Investment

* Identity and Authentication
Services

Jump start your Security Career

Are you interested in a career as a security professional?

The world is more digital then ever before. A 2018 report from CIRA found that 549% of Canadians owned 5 or more digital
devices. With all these connected devices, Canadian citizens and businesses face a greater chance than ever before of having
a data breach. As the risk posed by cyber criminals increases, as do the careers and opportunities in Information

Security. Currently there is a forecasted global shortage of 3.5 million cyber security professionals by 2021 and in Canada
alone we are estimated to require 8,000 by 2022.

A career in cybersecurity is not only an in demand job, it is also one that is rewarding and challenging. As a cybersecurity
professional you get the opportunity to work in a constantly evolving environment, dealing with technologies and systems
that go on to serve millions and millions of users. As a professional in this field you may be dealing with technologies that
can span from robots, to cars, to websites, the variety is endless.

Due to the variety of work that security professionals do, their backgrounds are quite diverse. Not every job requires
significant technical knowledge. In Canada there is no 4 year cybersecurity degree, though there are diplomas and masters
programs. Approximately half of security professionals will have a computer science or engineering degree. Others spent a
lot of time on the help desk or other IT roles. Still others have little or no IT experience. Careers in security are often not
suggested by academic advisors and counsellors because there is no defined path to become a security professional.

On this page we outline some tips to help you educate yourself and take the next step towards a career as a security
professional.

What is a Security Professional?

A strategic thinker able to interpret the changing threat landscape, understand the implications of changing technology,
and enable the business to achieve it's goals.

Steps to jump start your Security Career
Expand All | Collapse All

1. Read the following Wikipedia articles v




Cybersecurity has never been as imperative
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https://www.google.ca/url?q=http://www.famouslogos.us/adobe-logo/&sa=U&ei=b619U__CE8aSyASYk4CACA&ved=0CC0Q9QEwAA&sig2=YhoMvpgGHSPaZAttSVkg4w&usg=AFQjCNHgoeTZI0p5uydV_Sk5edfT9E2UDg
https://www.google.ca/url?q=http://commons.wikimedia.org/wiki/File:EBay_former_logo.svg&sa=U&ei=7Kt9U9bLOoONyATB3oJA&ved=0CC8Q9QEwAQ&sig2=t2am13VuErLw_a_SI0oPJQ&usg=AFQjCNHb6dfaHfXy7B1Qf7YvrZjSvzbjsw
https://www.google.ca/url?q=http://www.forescout.com/partner_programs/reseller-locator/north-america/&sa=U&ei=S619U8jrO9igyASUgILwBg&ved=0CC8Q9QEwAQ&sig2=Um8ZSzY3pe4FYwoap8c_Lg&usg=AFQjCNHMUH9S-UD3ravxWXvp5EPkB1wokQ
https://www.google.ca/url?q=http://commons.wikimedia.org/wiki/File:Target_logo.svg&sa=U&ei=Wq19U5_xIo62yASsvIK4DQ&ved=0CC0Q9QEwAA&sig2=zZA5jNHGs9JF-pMmfc3Plg&usg=AFQjCNE6Nu8xEoFoQ1mh51L8IT25aHXOFw

Recent Study

A study this year of the highest profile breaches revealed they could have
been prevented with one or more of the following:

1) security awareness

2) patching

3) offline backups

4) password management

5) supply chain security

. CIRMO | csD e ICT



. Awareness

. Backups

Patching
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Nudge Theory

concept in behavioral science, political
theory and behavioral economics
proposes positive reinforcement and
indirect suggestions to influence behavior

and decision making of groups or individuals
can’t remove options, individual must be
free to choose

just incent them to choose the right option
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https://en.wikipedia.org/wiki/Nudge_theory
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Example: Ransomware

= [ = W il A
. Ransomware attack knocks Nunavut Nunavut government rebuilding network after
government services offline ransomware attack

All Word documents and PI:.lF files the virus had access to are encrypted and unreadable by the % Canadian Nuhavut government systems
4 government, according to Martin Joy, Nunavut's director of information, communications and crippled by ransomvware

! technology.
L

= n
According to their investigatio ing computers for™
I government's network aroung tWwork
H “T} staff h&d]_d mnﬁrmed tr]eat ing again within a week or two
The virus was likely download a‘ u s -" I k f
Friday night clicked on a web 2 Stl OC Ed OUt 0

Joy said security systems in pl4
looks like the DoppelPaymer,
systems weren't yet trained to detect, Joy said.
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CONFIDENTIA] Baltimore acknowledges for first time that data was destroyed in

ransomware attack

Atlanta’s cyber ¢
cost taxpayers = e

City cyberattack could cost taxpa

1 minute left
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Baltimore's auditor said Wednesday that IT department performance data was lost when hackers locked city files in May — the first

A cyber expert says the report shows the city was forced 1o make drastic change:  disclosure of data being destroyed in the attack.

LATEST POLITICS

Weeks after blasting Baltimore 2
rodent-infested, Trump to pay a
to Charm City

46m

Ruppersberger, Cummings, Sarb
call on ICE to end alleged ‘bait ar
switch’ practices

Baltimore officials impose rare
$40,000 penalty for contractor tf
failed to meet goal for working v

hilmely mssrmadd s ebmaes




Questions

o

Do you lock your door at home?

Have you ever been robbed? "
If not, why do you lock your %
doors?

BACKUP YOUR DATA!
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https://www.safeinflorida.com/

Backups (Personal)

4TB =~$100

1) buy a storage device
2) connect to your computer
3) copy files to it

4) disconnect from computer

5) repeat on a schedule ::::

ﬁﬁﬁﬁﬁ

https://www.safeinflorida.com/



https://www.safeinflorida.com/

Ransomware Examples

Your files are sncrypted.
To get the key to decrypt files you have to pay 800 USD/EUR . If payment is not made before 20001718 = 16:13 the cost of
decry pling files will increase 2 times and will b= 1000 USD/IEUR

Prior to increasing the amount left
167h 59m 00s

Your systam: Windows XP (32} First connact IP Tolal encryplad ZB60 files

We are present a apecial soflware - CryploWall Decrypler - which is allow 1o decrypt and return control 1o all your sncrypled fles
How to buy CryptoWall decrypter?

©Obitcoin

. You should register Bitcon wallat 1]

. Purchasing Bitcoins . Although iU's nol yot sasy 10 buy bitcoins, iU's geting simples every day.
Here are our recommendations:
LocalBiicolns com (4L - Buy Bltcoline with Waeastern Unlon

Colncale.com - Recommandsd Tor fast, simple service. Paymaent Mathods: Westarn Union. Bank of
Amarica, Cash by Fedl =. Moneygram, Maney Order. In NYLC: Ditcoln ATM, In Parsan

LocalBlicolns com - Servics allows you 1o saarch for paapla In your cammunity Wwilling 1o sall Bicalng 1o you dinsctly
colnine.com = Anciher fast way 1o buy bllcoins

Bguick oo - Buy Bitesins Instantly for Cash

How To Buy Bilcoins - An iIntlemational directory of biieoln exchanges

Cash lntse Colng - Brcoln for cash

Colndar - Colndar allovws direct blicoln purchases on thelr slts

-
-
-
=
-
-
-

Zplap - ZipZap Is a global cash paymant natwoerk anabling consumars 1o pay for digital curmency
- Sand 237 BTC 1 Biicoln addrass: TI¥VYeHHDaGT ¥ noiE 4 KatuY AdA ThaVoo Dad

- Entar tha T ton 1D and soloct i

i

|Ea7Bic = soouso_~ | G

Mote: Transaction ID - you can find in detailed info aboul fransaction you made
(@rampls 442 14Scaf6aNINIA6AADUIBcA0DTAAN QAT CA 20T IGcTla 2 aa0n 1 V4cdd 162

5. Please check the payment information and click "PAY".

¥our payments not Tound

0 valid drafts are put, the total amount of 0@ USD/EUR. The residusa is $00 USD/EUR

‘ & Cryptolocker

972452013
621 PM

T left

54:15:15

Your personal files are encrypted!

Your important files eneryptien produced on this computer. photos, videos,
documents. etc, Here is a complete list of encryptad files, and you can personally
verify this,

Encryption was produced using 2 unigue public key RSA-2048 generatad far this
cormputer. To decrypt filesyou need to obtain the private key.

Tha single copy of tha private kay, which will allow you to decrypt the files, located
on a secret server on the Intermat; the server will destray the key after a tme
specied in this window, After that, nabady and never will be able 1o restore filas..

To albtain the private key for this computer, which will automatically decryot files,
youl ned to pay 100 USD S 100 EUR ¢ similar areount in anothar currency.

Click <Mext=> to select the method of payment and the curmency,

Any attempt to remove or damage this software will lead to the immediate
dastruction of the private key by the sarver,




Ransomware Remedies




Police raid Indian call centres linked to 'CRA 32 arrested in India after allegedly posing as
phone scam’ that have victimized Canadians Canadian officials in call centre fraud

f B @ In
BY AMANDA CONNOLLY - GLOBAL NEWS
; g : — Pos ber1g, 201 -
Raids follow CBC story on scammers contacting Canadians, claiming to be Canada .
Lp mber 18, 2( 1

Revenue Agency

:'h David Commaon - CBC News - Posted: Oct 30, 2018 9:00 PM ET | Last Updated: October 31, 2018

v

Police have raided call centres in India linked to the so-called CRA scam, where Canadians received calls telling 0:29
them they owed taxes — and must pay or be jailed 'We're going to work jointly, collaboratively to take you

down," says RCMP Supt. Peter Payne, regarding the force's work with Indian officials to stop the scammers. 32 PEOPIE in India arrested after ﬂ“EgEdW posing as Canadian officials I...
(CBC)




Summary & Call to Action

= humans are doing this to humans

social engineering still prevalent

not a victimless crime

victims are often not the firm breached but their customers

call to action

spread the word — get it out there

tell 15 people and tell them to tell 15 people

Week 1: 50

Week 2: 750

Week 3: 11,250
Week 4: 168,750
Week 5: 2,531,250
Week 6: 37,968750




Next Generation of Talent

= 3.5 million global shortage of security professionals

forecasted by 2021
= 3 million global shortage estimated now

= many jobs, challenging/rewarding, good salary,

benefits, coworkers, technology...

= no other industry will help you get started as much....
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