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Global Context

3 million global 
shortage of 

cybersecurity 
professionals in 

2019



Talent Shortage

cybersecurity   

unemployment in BC

0% 



Career in Security
https://en.wikipedia.org/wiki/Information_securityhttps://www2.gov.bc.ca/assets/gov/british-columbians-our-governments/services-policies-for-

government/information-management-technology/information-security/information-security-
awareness/careers_in_cybersecurity.pdf



Career in Security

Visit our webpage
and jumpstart your
security career…
https://www2.gov.bc.ca/gov/content/governments/
services-for-government/information-management-
technology/information-security/professional-
development/jump-start-your-security-career



living 
social

Cybersecurity has never been as imperative 

https://www.google.ca/url?q=http://www.famouslogos.us/adobe-logo/&sa=U&ei=b619U__CE8aSyASYk4CACA&ved=0CC0Q9QEwAA&sig2=YhoMvpgGHSPaZAttSVkg4w&usg=AFQjCNHgoeTZI0p5uydV_Sk5edfT9E2UDg
https://www.google.ca/url?q=http://commons.wikimedia.org/wiki/File:EBay_former_logo.svg&sa=U&ei=7Kt9U9bLOoONyATB3oJA&ved=0CC8Q9QEwAQ&sig2=t2am13VuErLw_a_SI0oPJQ&usg=AFQjCNHb6dfaHfXy7B1Qf7YvrZjSvzbjsw
https://www.google.ca/url?q=http://www.forescout.com/partner_programs/reseller-locator/north-america/&sa=U&ei=S619U8jrO9igyASUgILwBg&ved=0CC8Q9QEwAQ&sig2=Um8ZSzY3pe4FYwoap8c_Lg&usg=AFQjCNHMUH9S-UD3ravxWXvp5EPkB1wokQ
https://www.google.ca/url?q=http://commons.wikimedia.org/wiki/File:Target_logo.svg&sa=U&ei=Wq19U5_xIo62yASsvIK4DQ&ved=0CC0Q9QEwAA&sig2=zZA5jNHGs9JF-pMmfc3Plg&usg=AFQjCNE6Nu8xEoFoQ1mh51L8IT25aHXOFw


Recent Study

A study this year of the highest profile breaches revealed they could have 
been prevented with one or more of the following:

1) security awareness

2) patching

3) offline backups

4) password management

5) supply chain security 



ABC’s of Security

Awareness

Backups

Patching



Humans of Security 

Executives
- language

Threat Actors or 
Cybercriminals
- types 
- sophistication
- resources

Employees
- weakest link or 

strongest asset?

Security 
Professionals

motivation



Nudge Theory

 concept in behavioral science, political 
theory and behavioral economics 

 proposes positive reinforcement and 
indirect suggestions to influence behavior 
and decision making of groups or individuals

 can’t remove options, individual must be 
free to choose 

 just incent them to choose the right option

Wikipedia

https://en.wikipedia.org/wiki/Nudge_theory


Example: Security Questions

Science



Example: Ransomware

T is for “Tuition Value”
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Questions

Do you lock your door at home?

Have you ever been robbed?

If not, why do you lock your 
doors?

BACKUP YOUR DATA!

https://www.safeinflorida.com/

https://www.safeinflorida.com/


Backups (Personal)

1) buy a storage device

2) connect to your computer

3) copy files to it

4) disconnect from computer

5) repeat on a schedule
https://www.safeinflorida.com/

4 TB = ~$100

https://www.safeinflorida.com/


Ransomware Examples 



Ransomware Remedies



Example: RCMP or CRA Scam

 spoofed number (trivial to do)
 claim to be RCMP or CRA or other
 dishonest and assertive 
 criminals have ‘nothing’ to lose
 insist on keeping you on the line
 prevent you from talking to others
 “your account will be frozen in an hour”
 “need to take your funds out”
 “deposit in safe ‘government wallet’”
 people lose their savings
 often those who can afford this least

WARN YOUR FAMILY AND FRIENDS



 humans are doing this to humans
 social engineering still prevalent 

 not a victimless crime
 victims are often not the firm breached but their customers

 call to action
 spread the word – get it out there

 tell 15 people and tell them to tell 15 people

Summary & Call to Action

Week 1: 50
Week 2: 750
Week 3: 11,250
Week 4: 168,750
Week 5: 2,531,250
Week 6: 37,968750



 3.5 million global shortage of security professionals 

forecasted by 2021

 3 million global shortage estimated now

 many jobs, challenging/rewarding, good salary, 

benefits, coworkers, technology…

 no other industry will help you get started as much….

Next Generation of Talent
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