December 13, 2023

Overall rating: Critical

BRITISH
(COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware that Microsoft has published Security.
Updates to address vulnerabilities in multiple products.

Technical Details
On November 14, 2023, Microsoft published security updates to address vulnerabilities in multiple
products. Included were critical updates for the following products:

e  Windows 10 — multiple platforms

e  Windows 11 — multiple platforms

e Windows Server — multiple platforms

e Microsoft Azure — multiple platforms

e Microsoft Dynamics — multiple platforms

These vulnerabilities are rated as an overall Critical Severity.

Windows Media CVE-2023-21740 7.8
Microsoft Edge (Chromium-based) CVE-2023-35618 9.6
Microsoft Office Outlook CVE-2023-35619 5.3
Microsoft Dynamics CVE-2023-35621 7.5
Microsoft Windows DNS CVE-2023-35622 7.5
Azure Connected Machine Agent CVE-2023-35624 7.3
Azure Machine Learning CVE-2023-35625 4.7
Windows MSHTML Platform CVE-2023-35628 8.1
Windows USB Mass Storage Class Driver CVE-2023-35629 6.8
Windows Internet Connection Sharing (ICS) CVE-2023-35630 8.8
Windows Win32K CVE-2023-35631 7.8
Windows Internet Connection Sharing (ICS) CVE-2023-35632 7.8
Windows Kernel CVE-2023-35633 7.8
Microsoft Bluetooth Driver CVE-2023-35634 8

Windows Kernel CVE-2023-35635 5.5
Microsoft Office Outlook CVE-2023-35636 6.5
Windows DHCP Server CVE-2023-35638 7.5
Windows ODBC Driver CVE-2023-35639 8.8
Windows Internet Connection Sharing (ICS) CVE-2023-35641 8.8
Windows Internet Connection Sharing (ICS) CVE-2023-35642 6.5
Windows DHCP Server CVE-2023-35643 7.5
Windows Kernel-Mode Drivers CVE-2023-35644 7.8




XAML Diagnostics CVE-2023-36003 6.7
Windows DPAPI (Data Protection Application CVE-2023-36004 7.5
Programming Interface)

Windows Telephony Server CVE-2023-36005 7.5
Microsoft WDAC OLE DB provider for SQL CVE-2023-36006 8.8
Microsoft Office Word CVE-2023-36009 5.5
Windows Defender CVE-2023-36010 7.5
Windows Win32K CVE-2023-36011 7.8
Windows DHCP Server CVE-2023-36012 53
Microsoft Power Platform Connector CVE-2023-36019 9.6
Microsoft Dynamics CVE-2023-36020 7.6
Windows Local Security Authority Subsystem CVE-2023-36391 7.8
Service (LSASS)

Windows Cloud Files Mini Filter Driver CVE-2023-36696 7.8
Microsoft Edge (Chromium-based) CVE-2023-36880 4.8
Microsoft Edge (Chromium-based) CVE-2023-38174 4.3

Recommended Action

e Investigate how your area of responsibility is affected.

e Notify business owner(s) as required.

e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.

References
e December 2023 Release Notes
e Security Update Guide
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