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This is a technical bulletin intended for technical audiences. 

Summary 

The Vulnerability and Risk Management (VRM) Team is aware that between August 22 and 29, 2023, 
Dell first published security advisories to address vulnerabilities in multiple products. Please consult Dell 
Security Advisories, Notices and Resources for current and updated vulnerability notices. 

Technical Details 

Advisory Impact Versions Risk 

DSA-2023-308: Security 
Update for Dell Cloud 
Tiering Appliance 

Dell Cloud Tiering 
Appliance remediation is 
available for multiple third-
party security 
vulnerabilities that could be 
exploited by malicious 
users to compromise the 
affected system. 

Impacts versions prior to 
13.1.0.2.33 

HIGH 

DSA-2023-309: Security 
Update for Dell Cloud 
Tiering Appliance 

Dell Cloud Tiering 
Appliance remediation is 
available for multiple third-
party security 
vulnerabilities that could be 
exploited by malicious 
users to compromise the 
affected system. 

Impacts versions prior to 
13.2.0.2.24 

HIGH 

Overall rating: Critical 
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DSA-2023-304: Security 
Update for Dell Data 
Protection Central 

Dell Data Protection 
Central remediation is 
available for multiple 
security vulnerabilities that 
could be exploited by 
malicious users to 
compromise the affected 
system. 

Data Protection Central OS 
Update (SUSE SLES 12 SP5) 
versions 19.4 through 19.9.0-
10 and Data Protection 
Central OS Update for Power 
Protect DP Series Appliances 
version 2.7 or later with DPC 
OS update July 2023 patch 

CRITICAL 

DSA-2023-277: Security 
Update for Dell 
PowerScale OneFS for 
Improper Privilege 
Management Vulnerability 

Dell PowerScale OneFS 
remediation is available for 
improper privilege 
management vulnerability 
that could be exploited by 
malicious users to 
compromise the affected 
system. 

Impacts PowerScale OneFS 
version 9.2.1.0 through 
9.2.1.22, version 9.4.0.0 
through 9.4.0.13 and version 
9.5.0.0 through 9.5.0.3 

HIGH 

Action Required 

• Locate the device or application and investigate. 

• Notify business owner(s). 

• Perform mitigating actions, as required. 

Please notify VRM with any questions or concerns you may have.  
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