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Help with 2-Factor
Authenticators (2FA)

2FA and BCelD are used to login to the BC Registry application when
a user cannot use a BC Services Card account.
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2-factor authenticators (2FA)

BC Registries recommends that you use a BC Services Card app or token to log into the BC Registries
application. If you cannot use the BC Services Card, you will need to set up BCelD, password and 2FA.

BC Registries does not recommend a specific authenticator. 2FAs included in this guide are
examples only; you can also search the internet to find an authenticator that works best for you.

What is 2FA? It's an extra layer of security on top of the BCelD/password that you use to login to BC
Registries and Online Services.

What is an authenticator application? The authenticator app will generate a one-time code (like a pin). You
will enter your BCelD/password and use a new one-time code each time to get access to the BC Registry
application. There are both desktop and mobile authenticators available.

= If you plan to login from more than one computer, a mobile authenticator is recommended so you can use
it to access it from any computer.

= If you download an authenticator to a specific computer, you will have to use that authenticator on that
computer to access the BC Registry application.

About this guide: Contains examples and steps for using some commonly-used authenticators.


https://www2.gov.bc.ca/assets/download/EA77B6E417E8406FA0D1EBD402B8A23A
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Desktop Browser Extension: GAuth for Google Chrome

GAuth is a 2FA application that is added as an “extension add-on” to the Google Chrome browser.

1. Open the Google Chrome browser and
search for “GAuth authenticator”.

Select the one from
https://chrome.google.com

(-
o

gauth authenticator x

Q Al [ Videos [ Images ) Shopping & News i More Tools

About 6,330 results (0.45 seconds)

https:/ichrome.google.com » detail » gauth-authenticator %

GAuth Authenticator
Jan 25, 2015 — A simple application which generates TOTP tokens when multi-factor
authentication is used with your Google account

2.

Click on “Add to Chrome”.
Then, click “Add extension”.

£~ chrome web store

Home > Extensions > GAuth Authenticator

- GAuth Authenticator

{2} gauth.apps.gbraad.nl

Add to Chrome

=l

- Add "GAuth Authenticator”?

Add extension

A
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About this guide: Contains examples and steps for using some commonly-used authenticators.

3.

Click on the puzzle-piece and pin the
authenticator so that it’s visible in the toolbar.

+ W = [w] X
2% G w02

T ) X

Extensions
P! MNo access needed
7 These extensions don't need to see and change
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https://chrome.google.com/webstore/detail/gauth-authenticator/ilgcnhelpchnceeipipijaljkblbcobl?hl=en

Desktop Browser Extension: GAuth for Google Chrome (continueq)

4, Click on the “G” in the toolbar and
select “GAuth Authenticator” from

5, Click “Add” to paste in the BC Reg
key. If you can’t see “Add”, click on

the pen symbol.
P y ~

- C

@ gauth.apps.gbraad.nl 2 ¥ (€}

the list.

.r". & * EI -

GAuth Authenticator L Add

Remove fram Chrome...

Unpin

Manage extension

About this guide: Contains examples and steps for using some commonly-used authenticators.

6.

Click “Add”

Enter an account name, e.g., “BC
Registry”.

Add account

Account mame:

Secret key:

Add Cancel

[

—

2. Open the application and enter the key:

JZEKW UNLQ TU3V G32Y OB2G KTCD GNVG Y3IT
Scan barcode?

3. Use the following configuration values if the application
allows setting them:

o Type: Time-based

o Algorithm: SHAL
Digits: 6
Interval: 30

Copy (Ctrl + c) BC Registry application key and paste
(Ctrl + v) into the Secret key field.




Desktop Browser Extension: GAuth for Google Chrome (.ntinueq)

. . , Authenticate with:
Copy the one-time 6-digit code & paste into the BC

. Registry website in the “One-time code” ‘

field.
browser authenticator to activate your account.

One-time paSSWQrdS 1. Install one of the following applications on your mobile,
desktop or browser:

FreeQTP (Mabile)
512 639 Google Authenticator (Mabile)
Desktop or Browser Authenticator application

2. Open the application and scan the barcode:

You need to set up either a mobile, desktop or ‘

BC Registry
Unable to scan?
. . 3. Enter the one-time code provided by the application and
Next time you |Og n: click Submit to finish the setup.
YOU WI” need to _enter a Unlque 6- Prowvide a Device Name to help you manage your OTP
digit code each time that you log devices.

in. Click on the G-icon like you did
in Step 4 and the code will appear
like it did here.

One-time code *

Device Name

About this guide: Contains examples and steps for using some commonly-used authenticators.



Desktop Browser Extension: Authenticator.cc

Authenticator.cc is a 2FA application that is added as an “extension add-on” to the Google Chrome, Microsoft Edge, or Mozilla Firefox browsers.

1. Openyour internet browser and go to 2 Select “Add to Firefox”.

$s Firefox Browser

https://authenticator.cc/

Select “Add to [browser]”. Ensure you are selecting the correct
browser extension for the browser that you are using. You can

use Chrome, Edge, or Mozilla; this example is for Firefox but oTE,
the steps are similar for all browsers. T "
= Authenticator
E I . Authenticator by mymindstorm
Two-factor authentication in your browser A This add-on is not actively monitored for security by Mozilla. Make sure you trust it before installing.

. Learn more
u Add to Chrome Authenticator generates 2-Step Verification codes in your browser. Add to Firefox

Add to Edge

In the top-right of your screen, select Add. Then, check off to run extension in Private and click Okay.

T & e —T - | —
~ = .

f 2% Authenticator was added.

B v @ & O B

Manage your add-ons and themes through the application

marks mMEenu.

( 2¢ Add Authenticator?
Allow this extension to run in Private Windows
Add Cancel

About this guide: Contains examples and steps for using some commonly-used authenticators.


https://authenticator.cc/

Desktop Browser Extension: Authenticator.cc (ontinea

3 Click on the puzzle-piece in the top-right corner . . .
. . ) lick on the QR-icon n th henti r . .
and select the gear icon, then “Pin to Toolbar”. 4' gnfj c(l)icktoi Ec:Il'\e szn-’icc?o(;pe the authenticato 5 Click on the plus-icon and then Manual Entry
(=1 — @ i’, @ ﬂ :\E-r; =
e = \ o rlf} ) i- m ﬂ e =
0O % Authenticator 224 marks Authenticator + v praks
o © L @ & = /
G Extensions marks E / b B
Gl Authenticator 8 / P E w © L& 0 8=
L& Can'tread and change data on this site _ o
7 Hub for GitHub Pin to Toolbar €—— 2,1 Noaccounts to display. Add your first o
* EnFub tor ity account now. Learmn more :
Can't read and chang Maove D :
oveLown Scan QR Code
Manage extensions Manage Extension (& ]
Rermnove Extension i —— Manual Entry

About this guide: Contains examples and steps for using some commonly-used authenticators.



Desktop Browser Extension: Authenticator.cc (continuea

6. Enter an “Issuer” name, e.g., “BC Registries”.
\

ok y @ & o =
] e
0 l marks
= Issuer D
ED)
Secret
|
A
» Advanced @
Click Ok ok
when done 2

Copy (Ctrl + c) BC Registry application key
and paste (Ctrl + v) into the Secret field.

2. Open the application and enter the key:

JZKW UNLQ TU3V G3ZY OB2G KTCD GNVG Y3IT
Scan barcode?

3. Use the following configuration values if the application
allows setting them:

Type: Time-based
Algorithm: SHAL
Digits: 6

Interval: 30

About this guide: Contains examples and steps for using some commonly-used authenticators.

: - Authenticate with:
Copy the one-time 6-digit code

that appears (you can click on it
and it will copy) & paste into the
BC Registry website in the “One-
time code” field.

You need to set up either a mobile, desktop or
browser authenticator to activate your account.

1. Install one of the following applications on your mobile,
desktop or browser:

Click submit.
FreeOTP (Mobile)
Google Authenticator (Mobile)
Desktop or Browser Authenticator application
2. Open the application and scan the barcode:
- r=
o Authenticator =4

Show all entries

BC Reqgistries

752017 .

Unable to scan?

3. Enter the one-time code provided by the application and
click Submit to finish the setup.

Provide a Device Name to help you manage your OTP
devices.

One-time code *

Next time you log in:

You will need to enter a unique 6-
digit code each time that you log
in. Click on the QR-icon like you
did in Step 4 and the code will
appear like it did here.

Device Name




Mobile Device app: Duo Mobile

Duo Mobile is a 2FA application that can be downloaded to a mobile device or cell phone.

1.

3.

About this guide: Contains examples and steps for using some commonly-used authenticators.

0324w

Welcome to
Duo Security

Lets Set up your account to protect yout identity

Search for “Duo Mobile” in Google Play store or iPhone App Store.
Download the Duo Mobile app and open the app.
Click “Set up account” then click “Use a QR code”-

(e i foR-2)

>
\ 4 Setup t )
S _/
-‘ Ihave existing a 1 )
S A

Enter the 2FA account name eg

Click “Save”.

0324 © 4480~

Link your account

Set up your account using a QR code or activatign
code

0 N
Use activation code

%, 7

. “BC Registry”.

Accaunt
Third-Party

Account name

BC Registry |

Save

e

1.

2.

Use your mobile device camera that appears to scan the QR barcode

on the BC Registry site. Click “Next”.

Authenticate with:

You need to set up either a mobile, desktop or
browser authenticator to activate your account.

1. Install one of the following applications on your mobile,
desktop or browser:
FreeOTP (Mobile)
Google Authenticator (Mobile)

Desktop or Browser Authenticator application

2. Open the application and scan the barcode:

A

code provided by the application and
h the setup,

Device Name to help you manage your OTP

Type in the one-time 6-digit code
into the BC Registry website in
the “One-time code” field.

Name your account to get
your passcode

Accounts Add e
Third-Party
BC Registry
passcode 245 053 (py

25s until refresh

[OpEeanaiicy
Unable to scan?

3. Enter the one-time code provided by the application and
click Submit to finish the setup.

Provide a Device Name to help you manage your OTP

Next time you log in:
You will need to enter a
unique 6-digit code
each time that you log
in. Open the Duo app
and use the code that
appears next time you
log in.



Mobile Device app: Authy

Authy is a 2FA application that can be downloaded to a mobile device or cell phone. @

1 Search for “Authy” in Google Play store or iPhone App Store. 2 _ Enter the code from the call or text 3. Useyour mobile device camera that
* Download the Twilio Authy Authenticator app and open the app. * message into the app, then click on * appears to scan the QR barcode on the
Select the country code and enter phone number with your area the plus symbol to add an account BC Registry site.
code. for the BC Registry website.
Choose to receive SMS (text) message or phone call to verify the Authenticate with:

authenticator account.

You need to set up either a mobile, desktop or

browser authenticator to activate your account.
@ @ 1. Install one of the following applications on your maobile,

desktop or browser:
: FreeQOTF (Mobile)
Verify your account Google Authenticaor (Mobile) N
Sevect one of the lallowing Mmethods 10 verify your SMS message sent Desktop or Browser Authenticator application
#COuUM g . B :

E :‘ 2. Open the application and scan the barcode:
Hi th
i there, :

To get started, login or create —
an Authy account with your
phone number.

Unable to scan?

{g Us® arxisting device with Authy instalied

[

. Enter the one-time code provided by the application and
click Submit to finish the setup.

‘ Country... - FPhone num... ‘

(&) Recorve Whatslpp message
W/ " ' Provide a Device Name to help you manage your OTP
You don't have any accounts yet . Py 9=V
o Reouive SMS massage devices.
I utt i f

&

About this guide: Contains examples and steps for using some commonly-used authenticators.



Mobile Device app: Authy (ontinueq)

Authy is a 2FA application that can be downloaded to a mobile device/cell phone.

4. Type in “BC Registries” and tap “Search” or a 5. Enteranaccount name, e.g., “BC 6 Type in the one-time 6-digit
magnifying glass - depends on your phone. Pick Registry”. Click “Save”. *  code into the BC Registry
the BC Registries logo (monitor + laptop) and click website in the “One-time
“Continue”. code” field and click Submit.

&  Account Nickname

Pick logo

@

Unable to scan?

3. Enter the one-time code provided by the application and
click Submit to finish the setup.

Provide a Device Name to help you manage your OTP

One-time code *

Next time you log in:

You will need to enter a unique 6-digit code each
time that you log in. Open the Authy app and use [ submit |
the code that appears next time you log in.

Device Name

About this guide: Contains examples and steps for using some commonly-used authenticators.



Mobile Device app: Google Authenticator

Authy is a 2FA application can be downloaded to a mobile device or cell phone.

1 Search for “Google

¢ Authenticator” in the app 2
store. Download the
authenticator app and open
the app. Click “Get started”.

Click “Scan a QR
Code”.

&

Set up your first account

Use the QR code or Setup key in your 2FA settings (by
Google or third-party service). If you're having trouble

go to g.co/2sv

Stronger security with (8] ScanaqRrcode
Google Authenticator T

Get verification codes for all your

.nccroufll: u.'.!lr\q 2 b'J(-o Vc»‘»?-c.:;-:;“ Emer . Selup key

About this guide: Contains examples and steps for using some commonly-used authenticators.

3.

Use your mobile device
camera that appears to scan
the QR barcode on the BC
Registry site.

Authenticate with:

You need to set up either a mobile, desktop or
browser authenticator to activate your account.

1. Install one of the following applications on your mabile,
desktop or browser:
FreeOTP (Mobile)
Google Authenticator (Mobile)
Desktop or Browser Authenticator application

2. Open the application and scan the barcode:

Unable to scan?

3. Enter the one-time code provided by the application and
click Submit to finish the setup.

Provide a Device Name to help you manage your OTP
devices.

One-time code *

Device Name

The one-time
code should not
contain spaces

4 Type in the one-time 6-digit
. code into the BC Registry
website in the “One-time code”

field

registries (test@bceid)

939 457

Copied

Unable te scan?

3. Enter the one-time code provided by the application and
click Submit to finish the setup.

Provide a Device Name to help you manage your OTP




Download Links &

Desktop:
- GAuth authenticator
- Authenticator.cc

Mobile

= D uo IVI O b| | e (go to Google Play and App Store)
= AUt hV MO b| Ie (go to Google Play and App Store)

- Google Authenticator
- Google play
- App store

Microsoft Authenticator

About this guide: Contains examples and steps for using some commonly-used authenticators.


https://chrome.google.com/webstore/detail/gauth-authenticator/ilgcnhelpchnceeipipijaljkblbcobl?hl=en
https://authenticator.cc/
https://duo.com/product/multi-factor-authentication-mfa/duo-mobile-app
https://authy.com/download/
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_CA&gl=US
https://apps.apple.com/us/app/google-authenticator/id388497605
https://www.microsoft.com/en-us/security/mobile-authenticator-app
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