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This is a technical bulletin intended for technical audiences.
Summary

The Canadian Centre for Cyber Security (Cyber Centre) is aware of exploitation of Canadian victims via a
zero-day vulnerability in Citrix Netscaler ADC and Netscaler Gateway (CVE-2023-4966). On October 10,
2023, Citrix released a patch and a security bulletin to address this vulnerability [1]. The Cyber Centre
also released an advisory on October 10, 2023, to highlight the Citrix bulletin with a recommendation for
system owners to apply the necessary updates [2].

Technical Details

On October 28, 2023, the Cyber Centre was made aware of a Canadian organization that was
compromised via CVE-2023-4966, a zero-day vulnerability in Citrix Netscaler ADC and Netscaler

Gateway. Analysis indicated that the compromise occurred as a zero-day exploitation event prior to
Citrix releasing a patch.

It was determined that a vulnerability in the OpenlID Connect Discovery endpoint allowed for an
unauthenticated actor to perform a buffer over-read. The data returned by this buffer over-read
included session tokens that were subsequently used to authenticate to the device [3].

Access to the virtual desktop via the extracted token resulted in the execution of discovery commands,
the dropping of malicious payloads, staging of files for exfiltration, and retrieval of data from the domain
controller.

The Cyber Centre strongly recommends that:

e Organizations review the Citrix security advisory [1] and apply the necessary updates.

e Any organizations using Citrix Netscaler ADC and Netscaler Gateway should review the NetScaler
blog post [5] for details on resetting session tokens, even if updates have been applied.

e Organizations review and implement the Cyber Centre’s Top 10 IT Security Actions [6] with an
emphasis on the following topics:

o Consolidating, monitoring, and defending Internet gateways.

Patching operating systems and applications.

Segmenting and separating information.

Protecting information at the enterprise level.

Isolating web-facing applications.

Implement application allow lists.
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The Cyber Centre wishes to emphasize that zero-day exploitation has been observed, and mitigation
efforts resulting from the compromise of systems by competent threat actors may require more than
simply mitigating individual issues, systems, and servers. The Cyber Centre recommends affected
customers review the Cyber Centre joint cybersecurity advisory on technical approaches to uncovering
and remediating malicious activity [7].
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