Overall rating: Critical
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This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware the package github.com/masterminds/
vcs, as used by multiple OpenShift Products, is vulnerable to Command Injection via argument injection.

Technical Details

When hg is executed, argument strings are passed to hg in a way that additional flags can be set.
The additional flags can be used to perform a command

This vulnerability is rated as a Critical Severity.

Recommended Action

e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed as soon as possible.

Please notify VRM with any questions or concerns you may have.

References
e (CVE-2022-21235
e https://access.redhat.com/security/cve/CVE-2022-21235
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