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This is a technical bulletin intended for technical audiences. 

Summary 

The Vulnerability and Risk Management (VRM) Team is aware that Adobe published security advisories 
to address vulnerabilities in multiple products. Included were updates for the following: 

• Adobe Animate 2023 – version 23.0.3 and prior 
• Adobe Animate 2024 – version 24.0 and prior 
• Adobe Bridge 13.0 – version 13.0.5 and prior 
• Adobe Bridge 14.0 – version 14.0.1 and prior 
• Adobe ColdFusion 2021 – version Update 12 and prior 
• Adobe ColdFusion 2023 – version Update 6 and prior 
• Adobe Lightroom for MacOS – version 7.1.2 and prior 
• Adobe Premiere Pro 23 – version 23.6.2 and prior 
• Adobe Premiere Pro 24 – version 24.1 and prior 

 
Technical Details 
The Product Security Incident Response Team (PSIRT) drives Adobe's vulnerability disclosure program. 
PSIRT provides customers, partners, pen-testers and security researchers with a single point of contact 
and a consistent process to report security vulnerabilities identified in Adobe products and services, 
PSIRT encourages the external security community to disclose security issues privately and in a manner 
that minimizes risk to customers, Adobe infrastructure and the brand. 

Exploitability Metrics 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 

This vulnerability is rated as a CRITICAL risk. A software update exists to address these risks.  

Action Required 

• Locate the device or application and investigate. 

• Notify business owner(s). 

• Perform mitigating actions, as required. 

Please notify VRM with any questions or concerns you may have.  

References 

• CVE-2024-20767 CVE-2024-20754 CVE-2024-20761 CVE-2024-20762 CVE-2024-20763 CVE-2024-
20764 CVE-2024-26028 CVE-2024-26030 CVE-2024-26031 CVE-2024-26032 CVE-2024-26033 
CVE-2024-26034 CVE-2024-26035 CVE-2024-26038 CVE-2024-26040 CVE-2024-26041 CVE-2024-
26042 CVE-2024-26043 CVE-2024-26044 CVE-2024-26045 CVE-2024-26048 CVE-2024-26050 
CVE-2024-26052 CVE-2024-26056 CVE-2024-26059 CVE-2024-26060 CVE-2024-26061 CVE-2024-
26062 CVE-2024-26063 CVE-2024-26064 CVE-2024-26065 CVE-2024-26067 CVE-2024-26069 
CVE-2024-26073 CVE-2024-26080 CVE-2024-26094 CVE-2024-26096 CVE-2024-26102 CVE-2024-
26103 CVE-2024-26104 CVE-2024-26105 CVE-2024-26106 CVE-2024-26107 CVE-2024-26118 
CVE-2024-26119 CVE-2024-26120 CVE-2024-26124 CVE-2024-26125 CVE-2024-20760 CVE-2024-
20768 CVE-2024-26126 CVE-2024-26127 CVE-2024-26051 CVE-2024-20745 CVE-2024-20746 

• Adobe Security Advisories 

Overall rating: Critical 
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