
November 7, 2023 
 

 
 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware VMware has published a security advisory 
to address vulnerabilities in the following product:  

• Network Configuration Manager – version 2023.3.1 and prior 
 

Technical Details 
The Network Configuration Manager was susceptible to a Directory Traversal Remote Code Execution 
Vulnerability. This vulnerability allows a low- level user to perform the actions with SYSTEM privileges. 
 
These vulnerabilities are rated as an overall High Severity. 
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed at your next change window.  

Please notify VRM with any questions or concerns you may have.  
 

References 

• CVE-2023-33227 

• SolarWinds Security Advisory – CVE-2023-33227 

• SolarWinds Security Advisories 

 

 
 
 

mailto:Vulnerability%20and%20Risk%20Management%20MTIC:EX%20%3cVulnerabilityandRiskManagement@gov.bc.ca%3e
https://www.solarwinds.com/trust-center/security-advisories/cve-2023-33227
https://www.solarwinds.com/trust-center/security-advisories
https://www2.gov.bc.ca/gov/content/governments/services-for-government/information-management-technology/information-security/cyber-security-alerts-notifications#vulnerabilityreport

