January 23, 2024

Overall rating: Critical

BRITISH
COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware that Fortra published a security advisory
to address a critical vulnerability in the following product:

e Fortra GoAnywhere MFT — multiple versions

Technical Details

Upgrade to version 7.4.1 or higher. The vulnerability may also be eliminated in non-container
deployments by deleting the InitialAccountSetup.xhtml file in the install directory and restarting the
services. For container-deployed instances, replace the file with an empty file and restart. For additional
information, see https://my.goanywhere.com/webclient/ViewSecurityAdvisories.xhtml (registration
required).

These vulnerabilities are rated as an overall Critical Severity.

Recommended Action
e Investigate how your area of responsibility is affected.

o Notify business owner(s) as required.

e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.
References
e CVE-2024-0204

e Fortra Security Advisories - FI-2024-001
e Fortra Security Advisories
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